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Abstract

Every country is concerned with the problem of corruption. Selfish misuse of public office undermines the people's
confidence in government and institutions, makes public policies less effective and fair, and misuses taxpayer funds that
could be used to build schools, roads and hospitals. Financial risk management in public administration is based on risk
assessments and finding tools to help influence them. To develop practical tools for financial risk management, the authors
studied the economic practises that determine the features of financial risk assessment. They identified the elements that
can motivate financial risks, including three stages of identification and analysis of risks, analyzed the main stages and
indicators of assessing an organization's financial condition based on the balance sheet, produced a risk assessment
algorithm and risk minimization methods in managing financial activities, and conducted a comparative analysis of
financial risk assessment methods. Based on the Professional Integrity Framework proposed by the Organization for
Economic Cooperation and Development, the authors developed basic measures to mitigate the potential negative
consequences and proposed seven financial risk management tools for public administration. The proposed anti-corruption
tools will help significantly reduce financial risks in public administration and corruption in general.
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1. Introduction

At the international anti-corruption conference in 2015, the Ukrainian government announced plans to improve anti-
corruption legislation, as well as the methodology and quality of the investigation of corruption crimes. Subsequently, in
December of that year, an independent body designed to supervise investigations of corruption (the Specialized Anti-
Corruption Prosecutor's Office) was formed. The realisation of the efficacy of such initiatives will be a crucial element in
Ukraine’s aspirations to join the European Union.

Financial risk management in public administration is based on effective risk assessment and using the necessary tools
to facilitate them so that the organization can successfully exist in conditions of uncertainty in the global economy; it is
necessary to properly assess the degree of financial risk and manage it.

2. Theoretical Basis
2.1. Economic Essence and Concepts of Determining the Features of Financial Risk Assessment
There are several approaches to defining "financial or investment risk".

The first approach: the risk of providing and consuming financial services is the probability of loss in their sale or
consumption [1, 2]. An investment or trust company that invests its clients in securities or other long-term financial assets,
a pension fund that provides pension services, or an insurance company that insures a client's risks, may not receive the
planned profit or lose a share of, or all of, its capital. Similarly, banks that provide loans or carry out foreign exchange
transactions may lose their funds if they do not repay loans or suffer losses when foreign exchange rates change. The risk of
this loss extends also to the consumers of financial services.

The second approach: the risk of providing financial services is the probability of not receiving the planned profit due to
uncertainty [3-5]. There are other definitions of this term, but the most accurate is a combination of the first and second
definitions, in which the risk is associated with uncertainty and the probability of loss.

It is crucial to identify the nature of the risk, namely:

e Recognize an economic event after which the risk is expected to arise or increase.
e Choose the evaluation method among the alternatives provided by the standards.

e Assess the objects of accounting (assets, liabilities, capital, income or expenses) that arose as a result of this business
event.

e Reflect the occurrence in the accounts and the financial statements [5-7].

Risk identification is the process of identifying, researching and detailing risks that may affect the achievement of an
organization's goals within a management system. This process includes identifying sources of risk, researching events,
causes and possible consequences.

As a result of the changing economic environment, the emergence of new financial instruments and new technologies
increases the impact of financial risks on the organization's intended results.

The onset of financial risk does not always lead to negative consequences [8-10], since the consequences of financial
risk can be seen in both positive and negative results of financial activities, but in theory and economic practice, the level of
financial risk is assessed primarily by the size of possible economic loss.

Characteristic features that may motivate financial risks are presented in more detail in Figure 1.

The factors considered in the assessment of the financial risks of the organization allow it to be defined as a result of
choices made by the authorities that make financial and operational decisions, which is directed on avoidance of negative
consequences at the occurrence of an event [2, 11]. In this sense, financial due diligence has a significant impact on
forecasts for the coming years as it provides its customers with the information necessary to minimize these risks.
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Figure-1.
Characteristics of financial risks of the organization.

Risk analysis involves a qualitative and quantitative study of risks to manage them further.
There are three stages of identification and analysis of risks [Figure 2].
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Figure-2.

Stages of analysis of financial risks of the organization.

The analysis of the organization's financial condition is carried out in stages, taking into account the nature and content
of the updated balance sheet presented in Table 1.

Table-1.

The main stages and indicators for assessing the financial condition of the organization based on the balance sheet.

The main stages of analysis

The economic essence of the indicator

The leading indicators of
financial condition assessment

Analysis of the state of the
organization, industry,
macroenvironment

Characteristics of the direction of
financial and economic activities of the
organization

Statistical indicators for industry
evaluation

General analysis of the dynamics
of assets and liabilities of the
balance sheet

Analysis of changes in absolute
balance sheet indicators and
assessment of trends.

Series of dynamics of balance
indicators for 2-3 years

General analysis of the structure of
assets and liabilities of the balance
sheet

Analysis of changes in relative
indicators and balance sheet structure

Graphic analysis of changes in
the structure of the balance
sheet

Liquidity analysis and assessment

Assess the ability of an organization to
settle its available current assets on its
liabilities

Total liquidity ratio. Current
ratio. Absolute liquidity ratio.
Liquidity ratio

Analysis and assessment of
financial stability

Characteristics of the stability of the
financial condition of the organization,
which is provided by a high share of
equity in the total amount of funding
sources

Coefficient of financial
independence. Coefficient of
economic dependence. Funding
ratio.

We can distinguish the concept of risk assessment, which is carried out according to a specific algorithm, which

consists of four steps Figure 3

Determining risk probability parameter;

1
E

Determining the level of materiality;

Determining the parameter of the financial effect of risk;

63

4

Dalculation of the final score.

Figure-3.

Algorithm for risk assessment.

There are two types of financial risk assessment: qualitative assessment, the main task of determining the factors and
circumstances leading to the occurrence of risk situations, and quantitative assessment.

Since the process of risk assessment can not always be divided into independent stages, the most objective and
accurate results can be achieved through qualitative and quantitative assessments. In addition, quantitative methods should
be based on the standard methods of financial analysis which reflect the sectoral specifics of the financial and economic
activities of organizations and serve as a basis for diagnosing the financial condition in crisis financial management.

Comparing the main methods of a quantitative assessment of financial risk, it can be seen that depending on the chosen
assessment method, the level of risk may vary, and the observed outcomes of each method in terms of accuracy, simplicity
of calculation, and information obtained indicate their suitability or unsuitability for autonomous use [Table 2].
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The main task of the company's management is to reduce the degree of risk, which is typically assessed using the following
methods:
e Diversification — a process of investing various objects of capital investment that are not related to each other. This
type of neutralization is used to reduce income losses;
e Limitation — setting the maximum amount of losses from the occurrence of a risk, sale, or loan, a method most
suitable for organizations specialized in lending and investment activities;
e Self-insurance — creating organizations that are most exposed to risks with an investment in special insurance funds.
The latter is aimed at quickly overcoming small temporary difficulties to ensure continuous operation;

e Hedging — a method of agreeing to ensure the value of the organization's goods or profits and currency risks.

Table-2.
Comparative analysis of financial risk assessment methods.
=
c
c 3
2| s = S
2| 8c S IS
5| ES = Bow
e [ 3 S & I =5
55 Zg| | ED =8 e
- —_—

Name of methods £E SE| S| 8 g E 38
23 =3 % o “— @ )
= Ta| 2 = Sl <5
S a2 s2| 2|22 | 22 =2

@ (e = =@ £ 0 Y—
(o4 Q K= = =]

5| 8= | 2 £

E| s a =

5|z g 2

3

g

Methods of expert assessments + + - + + Virtually absent

Statistical methods + + + +/- + High

Analytical methods + - - - + Virtually absent

:\(/)I;estgsods of expediency of + + + + + Low

Methods of analogies + + - - + Low

Analysis of financial condition + + - + + High

. Depending on the choice of

Combined + + +/- +

methods

Minimization of financial risks can be carried out by the methods given in Table 3.
The general risk management scheme is the same for any organization, enterprise, social system, or individual. It is
based on traditional problem-solving methods.

Table-3.
Methods of minimizing risks in the management of financial activities of the organization.
Method name Characteristic
The boundary of the system of rights and responsibilities so that the
Risk localization consequences of risky situations do not affect the implementation of

management decisions.

Minimize risks or keep

risk within acceptable Determining the minimum size of highly liquid assets of the organization,

setting the maximum amount of borrowed funds in business;

limits
Setting the full amount of a deposit placed in one bank; limiting the

Risk dissipation concentration of risks; obtaining from counterparties certain guarantees in the
provision of commercial loans and borrowings.

Risk avoidance Carried out by diversifying the activities of the organization.

Management of financial risks of the organization occupies an important place in the system of public administration.

2.2. Anti-Corruption Tools in Public Administration

Generally speaking, the idea of corruption and its practises can exist in any facet of society, although the levels of
acceptance by the population vary depending on the social groups [12-15]. The common thing is that, in general, corruption
itself is condemned in any culture, demonstrated by the fact that most countries have adopted anti-corruption legislation.

Despite a significant amount of scientific research and numerous international agreements to develop anti-corruption
legislation, there is no universally accepted definition of corruption, though there are two particular definitions that are
widely used. The description of the World Bank is often quoted: "Corruption is the abuse of state power for personal gain™
[16]. Another report, which is cited more often than any other, has been proposed by Transparency International, a global
non-governmental organization (NGO), against corruption: "abuse of power for personal gain™ [17].
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The World Bank definition relates to the relationship between the public sector and private interests, focusing on
officials (civil servants, officials, bureaucrats, and politicians, etc.) - that is, anyone who makes decisions on public funds.
Transparency International has expanded this definition. It covers any abuse of entrusted power in the private sector, for
example, in the case of abuse of the trust of shareholders by a senior official of the company.

Common to the definitions of corruption by Transparency International and the World Bank (and others not listed
here), an illegal gain must take place to qualify an act as corrupt.

Corruption as a phenomenon can be divided into several subspecies Figure 4.

| Corruption ‘
v v 'y A 4 v v
‘ Graft (bribery) ‘ | Rollback ‘ | Embezzlement | | Pull | | Nepotism | | Extortion
Figure-4.
Types of corruption.
Table-4.
Corruption perceptions index.
CPI CPlI score CPI
Country score Rank Country 2020 Rank | Country score | Rank
2020 2020
Denmark 88 1 Jordan 49 60 Ukraine 33 117
New Zealand 88 1 Slovakia 49 60 Zambia 33 117
Finland 85 3 Belarus 47 63 Niger 32 123
Singapore 85 3 Croatia 47 63 Bolivia 31 124
Sweden 85 3 Cuba 47 63 Kenya 31 124
Switzerland 85 3 Sao Tome 47 63 Kyrgyzstan 31 124
and Principe
Norway 84 7 Montenegro | 45 67 Mexico 31 124
Netherlands 82 8 Senegal 45 67 Pakistan 31 124
Germany 80 9 Bulgaria 44 69 Azerbaijan 30 129
Luxembourg 80 9 Hungary 44 69 Gabon 30 129
Australia 77 11 Jamaica 44 69 Malawi 30 129
Canada 77 11 Romania 44 69 Mali 30 129
Hong Kong 77 11 South Africa | 44 69 Russia 30 129
United Kingdom | 77 11 Tunisia 44 69 Laos 29 134
Grenada 53 52 Mongolia 35 111 Korea, North | 18 170
Italy 53 52 North 35 111 Libya 17 173
Macedonia
Malta 53 52 Panama 35 111 Equatorial 16 174
Guinea
Mauritius 53 52 Moldova 34 115 Sudan 16 174
Saudi Arabia 53 52 Philippines 34 115 Venezuela 15 176
Malaysia 51 57 Egypt 33 117 Yemen 15 176
Namibia 51 57 Eswatini 33 117 Syria 14 178
Greece 50 59 Nepal 33 117 Somalia 12 179
Armenia 49 60 Sierra Leone | 33 117 South Sudan | 12 179

Source: According to data [17].

A graft (bribery) is the payment of an improper benefit, such as a fixed amount, a percentage of a contract, or other
non-monetary benefits, to a government official for that person to take specific actions or refrain from doing them in the
performance of their official duties [18, 19].

A rollback is bribery, an illegal, secret payment made in response to a service provided; the term is used to describe the
benefits derived from providing specific services.

Another form of corruption is embezzlement — an authorized official's theft of (government/public) resources. Unlike
other forms of corruption, only one party is involved in the embezzlement. The authority holder can commit theft through
the use of his public office to acquire, store and increase his personal wealth.

Favouritism (or pull, protection) is a process that results in the biased allocation of public resources. This includes
giving positions or privileges to friends and family without regard to their qualifications. For example, in the political
realm, allies can receive preferential terms to secure their support.

Nepotism (patronage to relatives) is a unique form of favouritism that embraces relatives and family members. Parts of
the Balkans in Europe and some African states are often cited as examples of widespread nepotism, arising from the
affinity for loyalty to one’s family or clan, and the subsequent expectations of support. Favouritism and nepotism
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negatively affects democratic systems, as the employment of unskilled people is highly likely to negatively affect an
organization’s effectiveness. Favouritism and nepotism undermine faith in the fairness and impartiality of procedures and
regulations. Nepotism and favouritism occur at both high and low levels of influence and power.

Extortion, like embezzlement, is a form of corruption in which only one party benefits. There is controversy as to what
specific actions should be considered extortion. This is usually the name for a situation where there is a severe threat to a
person's life, physical condition, or family. Racketeering is a typical example of extortion, using or threatening to use
violence by military or paramilitary forces to seize money, and as a precondition for a company or individual to conduct
business. The terms "blackmail™ and "extortion™ are often used interchangeably due to the use of extenuating circumstances
in the criminal law in the case of extortion, though extortion is considered an extreme form of blackmail, in which the
victim cannot get out without agreeing to the terms of the extortionist, while many cases of blackmail leave such an
opportunity.

While corruption is a concern throughout the world, some countries are indicated as more susceptible to corruption
than others [Table 4], though, as shown below, no country earns a perfect score [Figure 5].

Quantifying corruption is challenging for several reasons:

e Corruption, by its nature, is generally a secretive act, and neither side is interested in its publicity. This influences the
answers given by respondents to the question about their involvement in corruption.

e Understanding corruption is not the same in different countries. The same behaviour may or may not be considered
corrupt, and differences in understanding may exist within the same country, depending on the target group.

e The official figures for the number of sentences handed down by the courts in criminal cases on corruption show
only one perspective — cases that have reached the court — and the number of undetected acts of corruption is
unknown and difficult to estimate.

e There is a gap between perceived levels of petty corruption and the actual scale of said corruption; the public, as a
rule, assesses higher levels of corruption than is typically defined.

CPI score 2020

88
o ¢
W e 3
\ W
12

| »

Figure-5.
Corruption perceptions index.
Source: according to data [17].
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Integrity Framework

Risk analysis
Determining and defining Integrity Codes
Training Conflict of interest
Advice and consulting Guiding >
Declarations
Whistleblowing
‘( Monitoring Complaint policies
Investigation l Lobbyist registration
Sanctions Enforcing

Figure-6.
The key components of an Integrity Framework.
Source: according to data [16].

3. Results and Discussion

The Organization for Economic Co-operation and Development (OECD) has developed a framework since 2003 called
the Integrity Framework [Figure 6].

Risk management policy is a set of forms, methods, techniques, and risk management methods. The purpose is to
reduce the risk of making wrong decisions and reduce potentially negative consequences, which is implemented through
the following basic measures [Figure 7].

[ Identification of certain tvpes of risks ]
v

[ Assessment of the breadth and reliability of the information needed to determine the level of risk; ]
v

[ Study of the action of objective and subjective factors that affect the level of risk of the enterprise; ]

[Select{on and use of methods for assessing the probabilit}-'tf occurrence of a risky affair for certain types of risks; ]
v

[ Determining the number of possible losses in the event of a risk event for certain tvpes of risks; ]
v

[ Establishment of the maximum allowable level of risks for certain types of activities (events, operations); ]
v

[ Determination of directions of neutralization of negative consequences of separate types of risks; ]
v

[ Assessment of the effectiveness of neutralization and organization of risk monitoring of the organization. ]

Figure-7.
Risk management policy.
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6) adopting transparent
and effective
regulations and
procedures for external
audits

7) ensuring financial
transparency and
regular public
reporting.

Figure-8.
Anti-corruption tools of financial risk management in public administration.

We offer seven tools for managing financial risks in public administration [Figure 8].

1) The organization must have solid and manageable financial management structures and systems, using clear and
unambiguous control and reporting mechanisms. The organization should have the authority to centrally manage the capital
budget in preparation for a significant event, though at the same time, professional and applicable national standards in the
field of public finance management must be observed.

2) Ensuring the integrity and efficiency of budgeting and financial planning procedures. Public administration
authorities face several particular difficulties in budgeting and financial planning. First is the uncertainty of the original
requirements as well as the high probability of revisions and changes over the course of the procedure. Secondly, the need
to consult with a wide range of stakeholders and partners (city municipalities, government departments) in a relatively short
time frame, causing potential risks in the level of preparedness and human resources. Thirdly, it is necessary to consider the
priorities in related areas of state policy: reducing harmful impacts on the environment, considering the impact on
indigenous populations, environmental sustainability, and rational use of facilities after the end of the event. Fourthly, it is
impossible to accurately predict costs and incomes at the initial stages due to factors such as market variations over the
course of the procurement processes, and the demand for commercial services of the organization and income from their
provision.

This necessitates periodic revisions of budgets, cost estimates, and revenue projections, as well as regular comparisons
of budget execution against activities implemented and progress achieved. Maintaining the prestige of the organization and
ongoing events and ensuring constant public support for its implementation requires strict adherence to the principles of
openness when conducting audits, adjusting budgets, and approving changes. Cost projections found to be overestimated
may indicate the inclusion of illegal commissions and bribes, though excessive expenditure can be caused by poor budget
planning and financial management, as well as a lack of transparency.

3) Adopting good financial management rules and procedures. Public administration institutions are obliged to develop
and take measures to ensure sound financial management. Organizations should clearly define and exercise the
competencies and procedures for approving expenditures at all levels as a prerequisite for strengthening budget control
mechanisms. Organizations should have clear criteria for the approval of costs in instances such as receptions and
entertainment, travel, consulting, and remuneration of professionals and experts. There must be clear rules and procedures
for approving such expenses and other significant expenses. Imperfect financial management rules and practises create
favourable conditions for corruption, abuse, and increased financial risks.

4) Creation and implementation of strict and effective financial control mechanisms. A clear sign of an organization's
vulnerability to threats of corruption and fraud is insufficient attention to issues identified during an internal audit.
Organizations should take effective measures to ensure the safety of books, records, financial statements, and other
documents related to public expenditures and revenues and prevent the falsification of such documents. Internal control
systems, particularly the organization of accounting and reporting, should be subject to periodic review to ensure the
reliability and efficiency of such systems. A financial oversight committee may be created from senior management within
the organization.

5) Strengthening the capacity of the internal audit system. Regular inspections and internal audits should be carried out
by experts who have received appropriate practical training and can identify suspicious transactions, bribery, possible
fraud, clear conflicts of interest, and other financial risks.

6) Adoption of transparent and effective regulations and procedures concerning external audits. Government-appointed
independent auditors should have unrestricted access to all financial transaction records.
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7) Ensuring financial transparency and regular public reporting. Accountability and transparency are two of the best
antidotes to corruption. Public administration institutions should actively promote the transparency of budget planning and
financial management procedures for making critical decisions that affect the financial stability (and by extension its
viability) of the organization. They should take measures to facilitate the submission of frequent and reliable financial
reporting to public authorities as part of a broader effort to increase transparency about major public events. Financial
information must be publicly disclosed at all stages.

We believe that the proposed anti-corruption tools will help significantly reduce financial risks in public administration
and corruption in general.

4. Conclusions

Corruption undermines the ability of the state to provide economic growth for the benefit of all citizens, and leads to the
waste of taxpayers' funds, and weakens all spheres of citizens' lives, so it is necessary to improve anti-corruption tools for
managing financial risks in public administration. This task requires challenging, tireless work in many facets, but to
considerable benefit to the organization and to the public to which it serves. The implementation of such methods will
require political will, continuous institutional strengthening to ensure greater integrity and accountability, and global
cooperation.
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