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Abstract 

This study investigates One-Time Password (OTP) vulnerabilities in digital wallet systems, employing penetration testing 

and manual security evaluations (via Burp Suite) to assess risks across authentication, fund transfers, IVR verification, and 

token lifecycle management. Critical gaps including OTP bypass (e.g., header manipulation, token reuse), unauthorized 

beneficiary additions, brute-force attacks on weak pincodes, and expired OTP exploitation, highlight systemic flaws in 

server-side validation and API security. Classified using CVSS and ISO/IEC 27005:2018 frameworks, these vulnerabilities 

demonstrate high exploitability and impact, exacerbated by poor usability-security trade-offs. The findings underscore the 

inadequacy of current OTP implementations against evolving threats like SIM-swapping and phishing, which jeopardize 

financial safety and regulatory compliance. To mitigate risks, the study proposes multi-factor authentication (MFA), 

cryptographic token hardening, AI-driven threat detection, and behavioral monitoring to strengthen defenses. Additionally, 

user education, strict token expiration policies, and adaptive authentication models are emphasized to address human-factor 

vulnerabilities. These strategies aim to establish scalable, user-centric frameworks that balance security with usability while 

aligning with industry standards. The research advocates for proactive defense mechanisms, continuous security audits, and 

adaptive learning systems to safeguard digital transactions, reinforcing trust in wallet ecosystems amid rising cyber threats. 
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1. Introduction 

The digital payments market has become a key part of how we handle money today, making it easy to pay through 

mobile wallets, online transfers, and digital currencies. Thanks to better technology, more people having internet access, 

and the rise of smartphones, digital payments have grown massively—reaching around $4.7 trillion by 2020 and still 

growing [1, 2]. But with all this progress comes new challenges, especially in cybersecurity. For example, credit cards, 

which banks issue, let people buy things using systems like POS terminals or online authorization. While they’re super 

convenient, they also come with risks, like OTP vulnerabilities, which shows why we need stronger security in wallet 

technologies [3]. 

The shift from physical to digital transactions underscores the need for secure authentication mechanisms to safeguard 

sensitive user data. Static passwords, while convenient, have proven insufficient against evolving cyber threats such as 

phishing, brute-force attacks, and malware infiltration [4]. According to the Ponemon Institute, 64% of organizations have 

faced data breaches resulting from phishing incidents, highlighting the inadequacy of password-only systems [5]. This 

reality necessitates the adoption of more robust authentication methods to protect user accounts and financial transactions. 

Multifactor authentication (MFA) has emerged as a pivotal solution, with two-factor authentication (2FA) striking a 

balance between security and user convenience. 2FA requires users to provide two forms of verification, typically 

combining something they know (e.g., a password) with something they have (e.g., a device) or something they are (e.g., 

biometrics). One-Time Passwords (OTPs), a widely used 2FA method, enhance security by generating unique, time-

sensitive codes for single-use authentication. By requiring both a static password and an OTP, these systems mitigate the 

risk of unauthorized access [6]. 

Despite their advantages, OTP-based systems are not impervious to attacks. SMS-based OTPs, in particular, are 

vulnerable to interception, phishing, and SIM-swapping, which allows attackers to reroute OTP messages to unauthorized 

devices [7, 8]. Acknowledging these risks, the National Institute of Standards and Technology (NIST) advised against 

SMS-based OTPs in its 2023 guidelines [9]. Nevertheless, their simplicity and broad compatibility with existing 

infrastructure have sustained their prevalence, particularly in regions where advanced authentication options are less 

accessible. 

The vulnerabilities of SMS-based OTPs pose significant concerns for mobile wallet systems, which store sensitive 

financial information and enable real-time transactions. A compromised wallet system can lead to financial losses, erosion 

of user trust, and hindered adoption of digital payment solutions. Attackers exploit weaknesses such as insecure 

transmission channels and poor implementation practices to bypass OTP security. For example, man-in-the-middle attacks 

can intercept OTPs during transmission, while SIM-swapping enables attackers to hijack OTPs without the user’s 

knowledge [10]. 

Implementing secure OTP protocols requires adherence to stringent standards. Secure OTP generation relies on 

cryptographic algorithms that produce time-sensitive, unpredictable codes. Protocols such as HMAC-based One-Time 

Password (HOTP) and Time-based One-Time Password (TOTP) synchronize code generation between the user’s device 

and the server [11]. However, poor implementation practices—such as weak API configurations and improper OTP 

storage—can undermine these safeguards. 

Researchers have proposed various methods to enhance OTP-based authentication. One approach integrates encrypted 

OTPs with biometric verification, such as fingerprint scans, to mitigate the risk of OTP interception and replay attacks [12]. 

Other methods, like QR code-based OTPs, have been introduced to reduce vulnerabilities associated with SMS-based 

delivery by utilizing secure and tamper-resistant transmission channels [13]. 

Nevertheless, challenges persist, particularly in resource-constrained environments where infrastructure limitations 

drive reliance on SMS-based OTPs. Advanced security measures, such as hardware tokens or biometric systems, may be 

impractical due to high costs and user adoption barriers. Consequently, cost-effective and scalable solutions are essential to 

mitigate OTP vulnerabilities in such contexts [2]. 

Human factors also play a crucial role in OTP security. User unawareness and the prioritization of convenience over 

security often undermine the effectiveness of OTP-based systems. Phishing schemes that deceive users into revealing OTPs 

remain prevalent, and sending OTPs as plaintext through SMS or email exacerbates the risk [14]. Addressing these issues 

necessitates not only technical enhancements but also user education and awareness campaigns to encourage secure 

practices. 

Existing literature emphasizes the need for comprehensive OTP vulnerability assessments specific to wallet systems. 

While general OTP security has been widely studied, fewer works have examined their implementation in mobile wallets, 

which present unique challenges. Features such as contactless payments and loyalty program integrations introduce 

additional attack vectors absent in standalone systems [15]. 

This study aims to fill this gap by conducting an extensive vulnerability assessment of OTP-based authentication in 

wallet systems. The research focuses on identifying weaknesses, evaluating current mitigation strategies, and proposing 

actionable recommendations to enhance mobile wallet security. By leveraging real-world attack scenarios and recent 

research findings, this study contributes to the broader understanding of digital payment security and informs best practices 

for developers, financial institutions, and policymakers. 

The findings of this study have broader implications beyond wallet systems. As digital payments continue to grow 

globally, the lessons learned from OTP vulnerabilities can inform authentication strategies across various digital platforms. 

By addressing both technical and human factors, this research aims to strengthen the security of digital ecosystems and 

foster greater trust in their usage. 
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2. Related Work 
Numerous researchers have examined different facets of One-Time Password (OTP) implementations, including their 

applications and inherent vulnerabilities. The following studies offer a comprehensive overview of methodologies and 

findings in this domain. 

Karia, et al. [16] developed a system for securing OTP transmissions by using encryption to mitigate interception and 

replay attacks. Their study highlighted that while encryption enhances OTP security during transmission, the overall 

effectiveness depends on the correct implementation of encryption protocols. They recommended deploying robust 

encryption techniques to address these vulnerabilities. 

Srinivas and Janaki [17] introduced a novel OTP generation approach using image-based methods to enhance 

randomness and mitigate brute-force attempts. Their research demonstrated that non-traditional OTP generation methods 

improve unpredictability but may increase resource consumption. They proposed further research into balancing security 

improvements with performance efficiency. 

Yoo, et al. [18] conducted a case study on OTP vulnerabilities in South Korean internet banking systems. They 

identified significant weaknesses, including susceptibility to man-in-the-middle attacks and poorly secured APIs. Their 

findings emphasized that insecure API configurations and the absence of encryption exposed OTP systems to threats. The 

study recommended adopting end-to-end encryption and secure API configurations to mitigate these risks. 

Kalaikavitha and Gnanaselvi [19] proposed a secure login framework that combines OTPs with encryption and mobile-

based login techniques. Their approach involved encrypting OTPs before transmission to reduce the risks of eavesdropping 

and unauthorized access. The study concluded that encryption substantially improves security but may face scalability 

issues in large-scale deployments. 

Ma, et al. [20] performed an empirical analysis of SMS-based OTP authentication in Android applications, revealing 

security flaws such as weak API settings and insufficient encryption. The study noted that attackers could exploit these 

weaknesses and recommended implementing stringent API security measures and encryption standards to fortify OTP 

authentication. 

Yaswanth and Reddy [21] explored biometric-enhanced OTP systems that combined biometric hash codes with secret 

keys. This hybrid method aimed to reinforce traditional OTPs with biometric verification. Their results indicated that 

incorporating biometrics significantly reduced unauthorized access attempts but required advanced infrastructure. The 

authors suggested adopting multi-factor authentication (MFA) that integrates biometrics for environments requiring higher 

security. 

Hariram, et al. [22] proposed an e-authentication system that incorporated QR codes with OTPs to address the 

vulnerabilities of SMS-based OTP delivery. Their findings showed that dynamic methods, such as QR codes, offered 

improved resistance against interception. However, they also noted that user familiarity with QR codes may present an 

adoption barrier. 

Bartłomiejczyk and El Fray [23] conducted an in-depth analysis of phishing, social engineering, and SIM-swapping 

attacks targeting SMS OTPs. They reviewed existing countermeasures and recommended layered defense strategies, 

including user education and multi-factor safeguards, to mitigate social engineering risks. 

Ataelfadiel [24] proposed a QR code-integrated OTP system designed to reduce reliance on mobile networks. Their 

research highlighted that QR-based OTPs provided a secure alternative to SMS delivery by eliminating network-based 

vulnerabilities. They suggested that this method be used for high-security applications but acknowledged the potential 

challenges in user adaptation. 

Aparicio, et al. [25] focused on OTP security in banking applications, particularly highlighting issues related to 

insecure API configurations. The study underscored that weak APIs are a major vulnerability and proposed a set of best 

practices, including endpoint hardening and regular security audits, to protect against exploitation. 

Yoo, et al. [26] examined the influence of user behavior and OTP message content in the context of SMS-based 2FA. 

Their findings emphasized that poor message design and a lack of user awareness compromised OTP security. The study 

advocated for enhanced message structuring and awareness campaigns to improve user compliance with security best 

practices. 

These studies collectively underscore the critical need for secure OTP delivery mechanisms, robust encryption, 

fortified APIs, and the integration of biometric and dynamic authentication methods. Additionally, they highlight the 

importance of user education in addressing social engineering threats. The insights gained from these works contribute to 

advancing the security of OTP-based systems in various contexts, particularly in mobile wallets and digital banking 

platforms. 

 

3. Related Work Gap Analysis  
While a lot of research has been done on OTP systems, there are still some significant gaps that need attention, 

especially when it comes to scaling up and working efficiently in systems with limited resources. Studies like those by 

Karia, et al. [16] and Kalaikavitha and Gnanaselvi [19] show how encryption helps protect OTPs from being intercepted or 

reused in attacks. However, these studies do not fully address the challenges of using OTPs in large systems or in resource-

constrained environments. Moving forward, researchers should focus on creating simpler, lightweight encryption methods 

that maintain security without compromising performance—something especially important for applications like mobile 

wallets. This ties back to the fundamentals of information security, which emphasize confidentiality, integrity, and 

availability [27]. 
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Innovative OTP generation methods, such as image-based techniques [17] provide enhanced randomness and 

resistance to brute-force attacks. However, their feasibility remains underexplored in mobile environments where 

computational resources are constrained. Further studies are needed to evaluate the real-world performance of these 

methods and determine how they can be integrated into existing authentication frameworks without imposing significant 

processing overhead. 

API security has been consistently identified as a critical vulnerability in OTP implementations [18, 20, 25]. Although 

these studies recommend encrypting API communications and strengthening API configurations, they lack comprehensive 

frameworks that address OTP-specific threats. Additionally, the dynamic nature of attack patterns, such as automated API 

exploitation, necessitates ongoing research to develop adaptive security strategies and OTP-specific API protection 

guidelines. 

The integration of biometrics with OTP systems shows considerable potential for reducing unauthorized access risks 

[21]. However, the associated costs, privacy concerns, and infrastructural requirements have not been thoroughly 

addressed. Further research should focus on the feasibility of biometric-OTP integration across diverse environments, 

especially in resource-constrained settings, and explore potential vulnerabilities, such as biometric spoofing and data 

breaches. 

QR code-based OTP delivery methods provide a secure alternative to SMS-based OTPs [13, 22]. However, these 

studies fall short of addressing the usability challenges associated with QR codes, particularly for less tech-savvy users. 

Research is needed to design user-friendly QR code-based systems and assess their effectiveness across various 

demographics to ensure widespread adoption and usability. 

While studies have highlighted the vulnerabilities of SMS OTPs—such as phishing, SIM-swapping, and social 

engineering attacks [23] most research has focused on mitigation rather than alternatives. There is a need to explore 

alternative OTP delivery mechanisms, such as app-based OTPs or blockchain-secured authentication, which can eliminate 

reliance on SMS while maintaining scalability and security. 

The role of user behavior and OTP message design in securing OTP systems has been explored Yoo, et al. [26] but 

existing research provides limited guidance on implementing large-scale user education initiatives. The influence of 

cultural and linguistic factors on user adherence to security best practices also remains underexamined. Future research 

should prioritize the development of tailored awareness programs to promote secure behaviors among diverse user groups. 

A notable gap in the literature is the lack of empirical studies examining OTP vulnerabilities specific to mobile wallet 

systems. While some research Ma, et al. [20] and Aparicio, et al. [25] investigates OTP implementations in banking and 

Android applications, it does not fully address the unique challenges of mobile wallets. These systems often feature 

contactless payments and loyalty program integrations, which introduce additional attack vectors. Research should focus on 

identifying these unique vulnerabilities and proposing tailored security solutions for mobile wallets. 

Emerging threats, such as AI-driven phishing attacks and automated OTP exploitation, have received minimal 

attention in the current literature. Additionally, decentralized authentication technologies, such as blockchain, remain 

underexplored despite their potential to enhance OTP security. Future studies should investigate these emerging threats and 

evaluate how advanced technologies can strengthen OTP implementations. 

Finally, most studies concentrate on isolated aspects of OTP security, such as encryption or API protection, without 

considering comprehensive frameworks that integrate technical, organizational, and user-centric measures. Developing 

holistic security frameworks that address these dimensions cohesively could significantly improve the resilience of OTP 

systems across various digital platforms. 

 

4. Methodology 
The assessment involved testing OTP functionalities through a systematic penetration testing approach. Each OTP 

function was evaluated for potential bypass mechanisms, token validation errors, and timeout handling. The key 

functionalities analyzed include: 

1. Login OTP 

2. Adding Beneficiaries 

3. Fund Transfer to Contacts 

4. Adding Bills 

5. IVR Verification 

6. OTP Timeout and Expiration 

7. OTP-Pincode 

One-Time Passwords (OTPs) are a common security mechanism in digital wallet systems, providing user 

authentication and transaction validation. However, these systems, being pivotal to real-time financial transactions, are 

prone to OTP-related security flaws that can endanger user data and facilitate financial fraud [20, 26]. This study offers an 

in-depth assessment of OTP implementations within wallet systems, focusing on their resilience against various 

exploitation attempts. Through a detailed analysis of OTP mechanisms, we identify security vulnerabilities and present 

actionable strategies to improve the overall robustness of wallet systems. 
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4.1. Research Environment 

The assessment was conducted in a real production environment for one of the industry's well-known digital wallet 

systems, handling live transactions and sensitive user data. This environment reflected the authentic operational setup, 

ensuring that the findings were not simulated but based on actual system interactions and live security mechanisms. The 

production system included critical features such as user authentication, financial operations, and beneficiary management, 

each protected by various security layers, including One-Time Password (OTP) verification. Conducting the assessment in 

such a high-stakes environment allowed for an accurate evaluation of vulnerabilities that could have a direct impact on real 

users. Additionally, the production nature of the system mandated rigorous compliance with regulatory standards and the 

need to minimize any operational impact during testing, necessitating a careful and controlled approach to avoid service 

disruptions while capturing genuine security insights. 

The assessment was carried out as a comprehensive and manual security evaluation to ensure in-depth coverage of 

potential vulnerabilities. The primary tool employed during this process was Burp Suite, an industry-standard web 

vulnerability scanner and proxy tool used to intercept and analyze web traffic. Burp Suite facilitated the manual inspection 

of requests and responses, enabling us to identify flaws in the business logic and to exploit gaps discovered within the 

source code. This methodology allowed for a thorough examination of the OTP mechanisms to identify and validate the 

associated vulnerabilities. 

 

4.2. Objectives 

Our research study assessment focuses on evaluating the security of OTP functionalities across various processes to 

identify weaknesses and recommend mitigation strategies to achieve the following objectives: 

• Assess the security of OTP functionalities across various processes, including login, beneficiary management, fund 

transfers, bill additions, IVR verification, and OTP-Pincode usage. 

• Identify potential vulnerabilities that attackers could exploit in OTP-related processes. 

• Provide targeted recommendations to mitigate identified security risks. 

 

4.3. Classification of Severity Levels 

The severity levels for each identified vulnerability were classified based on the following criteria: 

Impact: The potential damage or consequence of exploiting the vulnerability (e.g., unauthorized access, financial loss, 

data exposure). 

Exploitability: The ease with which an attacker can exploit the vulnerability (e.g., requires special tools or can be 

exploited using basic tools). 

Scope: The extent of users or systems affected by the vulnerability. 

Regulatory Implications: Compliance risks associated with data protection regulations or industry standards. 

These criteria align with established security frameworks such as the Common Vulnerability Scoring System (CVSS) 

[1] and international standards like ISO/IEC 27005:2018, which provide structured methodologies for risk assessment and 

severity classification [2]. 

The vulnerabilities identified in this study include: 

• Login OTP 

• Adding Beneficiaries 

• Fund Transfer to Contacts 

• Adding Bills 

• IVR Verification (Interactive Voice Response) 

• OTP Timeout and Expiration 

• OTP-Pincode 

The chosen methodology and classification of severity levels are pivotal to ensuring a structured and accurate 

evaluation of vulnerabilities. By employing a systematic penetration testing approach, the research identifies weaknesses in 

OTP implementations through practical and repeatable techniques. Furthermore, classifying vulnerabilities based on 

impact, exploitability, scope, and regulatory implications provides a clear framework for prioritizing mitigation efforts. 

This approach aligns with established security standards, ensuring consistency and scientific rigor in the analysis [1, 2]. 

 

5. Results 
5.1. OTP Evaluation Mechanisms 

We perform intensive evaluation on the different OTPs to understand the weakness in OTP implementations. The 

following sections explain the findings. 

 

5.2. Login OTP 

Login OTPs (One-Time Passwords) are dynamic, single-use passwords used to verify user identity during login 

attempts. By requiring an additional factor beyond static passwords, they enhance security against unauthorized access [3]. 

However, vulnerabilities such as interception and phishing necessitate secure delivery and implementation [4]. 
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Table 1.  

Vulnerabilities Identified in Login OTP. 

Vulnerability Reference Vulnerability Description Impact Exploitability Recommendations 

OTP-01 Unauthenticated Account Access 

via OTP Bypass 

High Moderate Validate mobile numbers server-side 

OTP-02 Reused OTP Token Allows 

Unauthorized Login 

Medium Moderate Enforce strict token expiration policies 

 

Table 1 Vulnerabilities Identified in Login OTP  details the vulnerabilities identified in Login OTP, focusing on bypass 

techniques and token reuse, highlighting the need for robust server-side validation and token management. For example, 

"OTP Bypass" demonstrates higher levels of both impact and exploitability compared to "Token Reuse," indicating a more 

critical priority for mitigation. 

 

 
Figure 1. 

Vulnerabilities in the Login OTP 

 

Figure 1. 

Vulnerabilities in the Login OTP, visually compares the vulnerabilities identified in the Login OTP functionality, 

focusing on their impact and exploitability levels, the figure highlights: 

1. Impact Level: The severity of consequences if the vulnerability is exploited. 

2. Exploitability Level: The effort required for an attacker to exploit the vulnerability. 

For example, "OTP Bypass" demonstrates higher levels of both impact and exploitability compared to "Token Reuse," 

indicating a more critical priority for mitigation. 

Vulnerability 1: Unauthenticated Account Access via OTP Bypass 

• Description: Attackers intercepted and manipulated mobile number fields in OTP requests to bypass verification and 

gain unauthorized access. 

• Impact: High risk of unauthorized account access. 

• Recommendations: Implement strict server-side validation of mobile numbers and session tokens. 

Vulnerability 2: Reused OTP Tokens 

• Description: Expired OTP tokens were accepted, allowing attackers to bypass verification. 

• Impact: Medium risk of account hijacking. 

• Recommendations: Enforce strict token expiration policies and invalidate tokens after a single use. 

 

5.3. Adding Beneficiaries 

The OTP process for adding beneficiaries in digital wallets ensures that only authorized users can create or modify 

recipient details. This critical security step prevents unauthorized additions, but flaws such as token reuse or insecure 

delivery can expose the system to risks [5]. 

 
Table 1. 

 Vulnerabilities in the Adding Beneficiaries. 

Vulnerability 

Reference 
Vulnerability Description Impact Exploitability Recommendations 

OTP-03 Unauthorized Beneficiary Addition High High 
Validate beneficiary addition 

requests server-side 

OTP-04 
Bypassed OTP Process via Header 

Manipulation 
High High 

Require header verification 

for OTP processes 

OTP-05 Multiple Beneficiaries Added with Medium Moderate Limit OTP validity to a single 
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Vulnerability 

Reference 
Vulnerability Description Impact Exploitability Recommendations 

Single OTP transaction 

 

Table 1. 

 Vulnerabilities in the Adding Beneficiaries, emphasizing risks like unauthorized additions and header manipulation, 

requiring strict validations. 

 

 
Figure 2. 

Vulnerabilities in the Adding Beneficiaries. 

 

Figure 2. 

Vulnerabilities in the Adding Beneficiaries, visually compares the vulnerabilities identified in the Adding 

Beneficiaries functionality, focusing on their impact and exploitability levels making them priorities for mitigation: 

Vulnerability 3: Unauthorized Beneficiary Addition 

• Description: Attackers bypassed OTP verification by modifying mobile number fields during requests. 

• Impact: High risk of fraud. 

• Recommendations: Validate all beneficiary addition requests with server-side checks. 

Vulnerability 4: Bypassed OTP Process via Header Manipulation 

• Description: Omitting the X-OTP header enabled unauthorized beneficiary additions. 

• Impact: High risk of regulatory non-compliance. 

• Recommendations: Require header verification for all OTP-related requests. 

 

5.4. Fund Transfer 

Fund transfer OTPs are used to validate and authorize financial transactions to contacts. By requiring real-time user 

input, they reduce fraud risks. However, attacks like man-in-the-middle and SIM-swapping emphasize the need for robust 

transmission methods [4]. 

Figure 3. 

 Vulnerabilities in the Fund Transfer, compares the vulnerabilities identified in the Fund Transfer functionality, 

focusing on their impact and exploitability levels. The figure highlights key risks like "Unauthorized Transfer" demand 

immediate attention due to their critical severity and ease of exploitation. 

 

. 
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Figure 3. 

 Vulnerabilities in the Fund Transfer. 

 

 

 

 

 

Table 2. 

Vulnerabilities in the Fund Transfer. 

Vulnerability 

Reference 
Vulnerability Description Impact Exploitability Recommendations 

OTP-06 Unauthorized Fund Transfers High High 
Enforce secure token validation 

mechanisms 

OTP-07 
Unrestricted Transfer without 

OTP Validation 
High High 

Require mandatory OTP header 

validation 

OTP-08 
Multiple Transfers with a Single 

OTP 
Medium Moderate 

Limit OTP reuse to a single 

transaction 

 

Figure 3. 

 Vulnerabilities in the Fund Transfer. 

 

 

 

 

 

Table 2. 

Vulnerabilities in the Fund Transfer, summarizes vulnerabilities in Fund Transfer functionality, focusing on unauthorized 

transactions and token misuse. 

Vulnerability 5: Unauthorized Fund Transfers 

• Description: Manipulating mobile number fields allowed attackers to initiate unauthorized transfers. 

• Impact: High risk of financial loss. 

• Recommendations: Enforce secure token validation mechanisms. 

Vulnerability 6: Multiple Transfers with a Single OTP 

• Description: Attackers reused valid OTP tokens to perform multiple unauthorized transactions. 

• Impact: Medium risk of abuse. 

• Recommendations: Limit OTP validity to a single transaction. 

 

5.5. Adding Bills 

OTPs for adding bills ensure secure linkage of billing accounts to a user’s profile. This step prevents fraudulent 

activity, but poor timeout mechanisms and weak encryption of tokens can compromise the process [6]. 

Table 3. 
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Vulnerabilities in Adding Bills identifies vulnerabilities in Adding Bills functionality, highlighting risks of 

unauthorized additions and lack of OTP verification. 

 
Table 3. 

Vulnerabilities in Adding Bills. 

Vulnerability Reference Vulnerability Description Impact Exploitability Recommendations 

OTP-09 Unauthorized Bill Addition High Moderate Implement strong field validation 

OTP-10 
Bill Added Without Proper 

OTP Verification 
High Moderate 

Ensure OTP verification for all 

bill additions 

 

Vulnerability 7: Unauthorized Bill Additions 

• Description: Manipulating mobile numbers allowed unauthorized bill entries. 

• Impact: High risk of fraudulent activity. 

• Recommendations: Implement strong field validation and restrict access based on user roles. 

Figure 4. 

Vulnerabilities in the Adding Bills, compares the vulnerabilities identified in the Adding Bills functionality, such as 

"Unauthorized Addition" in Adding Bills, showcasing their severity and potential for exploitation. Addressing these 

weaknesses is essential to maintain system integrity. 

 
Figure 4. 

Vulnerabilities in the Adding Bills. 

 

5.6. IVR Verification 

IVR (Interactive Voice Response) OTPs are used to authenticate users during voice-based interactions. Delivered via 

SMS or audio playback, they protect sensitive operations. However, vulnerabilities in delivery channels and replay attacks 

can undermine their effectiveness [7]. 

 
Table 4. 

 Vulnerabilities in IVR Verification. 

Vulnerability 

Reference 
Vulnerability Description Impact Exploitability Recommendations 

OTP-11 
Beneficiary Verification 

Compromised via IVR 
Medium Moderate 

Ensure IVR systems authenticate 

calls securely 

 

Table 4. 

 Vulnerabilities in IVR Verification details vulnerabilities in IVR Verification, emphasizing the need for secure 

session validation to prevent bypass. 
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Figure 5. 

 Vulnerabilities in the IVR Verification. 

 

Figure 5. 

 Vulnerabilities in the IVR Verification, compares the vulnerabilities identified in the IVR Verification functionality, 

focusing on their impact and exploitability levels, the figure provides insights into vulnerabilities in IVR Verification, such 

as "IVR Bypass," emphasizing their relative ease of exploitation and moderate impact. 

Vulnerability 8: Bypassed IVR Call Validation 

• Description: Attackers intercepted and manipulated mobile numbers to bypass IVR verification. 

• Impact: Medium risk of fraud. 

• Recommendations: Ensure IVR systems authenticate calls through secure session validation. 

 

5.7. OTP Timeout 

Timeout mechanisms ensure OTPs are invalidated after a short duration, reducing the risk of unauthorized use. Poor 

implementation, such as overly extended validity or predictable expiration policies, can be exploited by attackers [2]. 

Figure 6. 

Vulnerabilities in the OTP Timeout, compares the vulnerabilities identified in the OTP Timeout functionality, 

focusing on their impact and exploitability levels. The figure compares vulnerabilities like "Expired OTPs Accepted" in 

OTP Timeout, highlighting their moderate impact and lower exploitability compared to other functionalities. 

 

 
Figure 6. 

Vulnerabilities in the OTP Timeout. 

 
Table 5. 

 Vulnerabilities in the OTP Timeout. 

Vulnerability 

Reference 
Vulnerability Description Impact Exploitability Recommendations 

OTP-12 
OTP Expiration Failure Leads 

to Extended Access 
Medium Low 

Enforce strict expiration checks on 

all OTPs 

 

Figure 6. 
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Vulnerabilities in the OTP Timeout, highlights vulnerabilities in OTP Timeout and Expiration, focusing on risks 

from accepting expired OTPs. 

Vulnerability 9: OTP Expiration Failure 

• Description: Expired OTPs were accepted in certain functionalities. 

• Impact: Medium risk of unauthorized operations. 

• Recommendations: Enforce strict expiration checks across all OTP validations. 

 

5.8. OTP-Pincode 

The combination of OTPs and PIN codes strengthens two-factor authentication by requiring both dynamic and static 

credentials. While this method improves security, vulnerabilities in storage or transmission of either factor can compromise 

the system [8]. 

Table 6. 

 Vulnerabilities in OTP-Pincode summarizes vulnerabilities in OTP-Pincode functionality, with emphasis on risks 

from session management flaws and brute-force attacks. 

 
Table 6. 

 Vulnerabilities in OTP-Pincode. 

Vulnerability 

Reference 
Vulnerability Description Impact Exploitability Recommendations 

MH12 
Authenticated User Viewing Other 

Consumers' Data 
High High 

Implement robust session 

management 

MH13 
Authenticated User Changing Other 

Consumers' Passcodes 
High High 

Validate session tokens and user 

actions 

MH14 Pincode Brute-Forcing High High 
Implement account lockouts and 

rate limiting 

 

Vulnerability 10: Authenticated User Viewing Other Consumers' Sensitive Information, where authenticated users could 

access sensitive information of other consumers, such as mobile numbers and unique identifiers. 

• Impact: High risk of data exposure and misuse. 

• Recommendations: Implement robust session management to ensure data visibility is limited to authorized users only. 

Vulnerability 11: Authenticated User Changing Other Consumers' Passcodes. Exploiting vulnerabilities in session 

management allowed authenticated users to change passcodes of other consumers. 

• Impact: High risk of account compromise. 

• Recommendations: Ensure backend validation ties session tokens strictly to user actions. 

Vulnerability 12: Pincode Brute-Forcing. Weak pincode implementation allowed brute-force attacks to compromise 

consumer accounts. 

• Impact: High risk of unauthorized account access. 

• Recommendations: Enforce account lockout after multiple failed attempts, increase pincode complexity, and 

implement rate limiting on verification attempts. 

 
Table 7. 

 OTPs Vulnerabilities Summary. 

OTP Function Key Vulnerabilities Common Impacts Recommendations 

Login OTP 
Bypass via Manipulation, Token 

Reuse 

Unauthorized Access, 

Account Hijacking 

Strict server-side validation, 

enforce token expiration 

Adding 

Beneficiaries 

Unauthorized Addition, Header 

Manipulation, Reuse 
Fraudulent Transactions 

Validate beneficiary addition, limit 

OTP validity 

Fund Transfer 
Unauthorized Transfers, Header 

Removal, Token Reuse 
Financial Loss, Fraud 

Secure token validation, mandatory 

OTP header checks 

Adding Bills 
Unauthorized Addition, Lack of 

OTP Verification 
Fraudulent Bill Entries 

Enforce OTP verification for all 

transactions 

IVR 

Verification 
IVR Bypass 

Compromised 

Verification 

Secure session validation for IVR 

systems 

OTP Timeout Acceptance of Expired OTPs 
Extended Access to 

Secure Functions 
Enforce strict expiration checks 

OTP-Pincode 
Data Exposure, Passcode 

Change, Brute Forcing 

Account Compromise, 

Data Breaches 

Robust session management, 

account lockouts 

5.9. Summary of Vulnerabilities Across OTP Functionalities 

This section introduces a summary of vulnerabilities identified across different OTP applications, focusing on their 

potential impact on system resilience. The summary, presented in Table 7. 
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 OTPs Vulnerabilities Summary, consolidates vulnerabilities across various functionalities, highlighting common 

risks such as unauthorized access, fraudulent activities, and data breaches. By examining weaknesses in implementation 

and delivery methods, this overview emphasizes the need for stricter validation mechanisms, enhanced session 

management, and robust token policies to mitigate these risks effectively. 

 

6. Discussion 
The findings of this research highlight significant vulnerabilities in OTP-based authentication within wallet systems, 

emphasizing systemic weaknesses that compromise user security. The primary issues stem from design flaws that allow 

attackers to manipulate OTP request parameters, bypass validation mechanisms, and exploit inconsistencies in timeout 

enforcement. These vulnerabilities, if left unaddressed, pose substantial risks, including unauthorized access, fraudulent 

transactions, and regulatory non-compliance. In this discussion, we analyze the broader implications of our findings, 

exploring how these weaknesses impact overall system security and user trust. We examine the effectiveness of current 

OTP implementations, compare our results with existing research, and propose strategic measures to mitigate risks. By 

contextualizing these vulnerabilities within real-world financial threats, we underscore the necessity of robust 

authentication frameworks and continuous security assessments to safeguard digital financial platforms. 

 

6.1. Exploitation-Level Based Comparison of Vulnerabilities 

An exploitation-level-based comparison of vulnerabilities involves evaluating the ease with which each vulnerability 

can be exploited by an attacker, considering factors such as required skill level, tools, and resources [1]. This approach 

categorizes vulnerabilities based on their exploitability, distinguishing between those that can be exploited with minimal 

effort and commonly available tools versus those requiring advanced technical expertise and specialized equipment [4]. For 

example, vulnerabilities like weak OTP transmission mechanisms or poor API security configurations may be relatively 

simple to exploit using basic interception tools or automated scripts [5]. Conversely, more complex issues, such as 

bypassing multi-factor authentication integrated with biometrics, may demand sophisticated techniques and higher resource 

investments [8]. By comparing vulnerabilities on this scale, security teams can prioritize their mitigation efforts, focusing 

on highly exploitable issues that pose immediate risks while allocating additional resources to address more advanced 

threats [2]. This method aligns with frameworks such as the Common Vulnerability Scoring System (CVSS), which 

emphasizes exploitability as a key metric for assessing the overall severity of security risks [1]. 

The following  

Table 8. 

Vulnerabilities by Exploitation Level compares vulnerabilities by exploitation level, showcasing the technical effort 

or resources required to exploit each type. 
 

Table 8. 

Vulnerabilities by Exploitation Level. 

Exploitation 

Level 
Vulnerabilities Description 

Examples from 

OTP Functions 

High 
Unauthorized Access, Data 

Exposure, Token Reuse 

Exploitation requires minimal technical 

effort or resources. 

OTP-01, OTP-03, 

MH12, MH14 

Medium 
Header Manipulation, Expired 

OTPs Accepted 

Exploitation requires moderate 

technical knowledge or resources. 

OTP-02, OTP-04, 

OTP-12 

Low IVR Bypass, Timeout Validation 
Exploitation requires advanced effort 

or has limited impact potential. 
OTP-11 

 
• High Exploitation vulnerabilities involve minimal barriers to attack, making them easy targets for malicious actors, 

such as OTP-01 (Login OTP Bypass). 

• Medium Exploitation vulnerabilities require more effort or resources to exploit but still pose significant risks, such as 

OTP-12 (Expired OTPs Accepted). 

• Low Exploitation vulnerabilities demand considerable resources or specialized skills to exploit, and their impact is 

typically contained, such as OTP-11 (IVR Bypass). 

 

6.2. Impact-Level Based Comparison of Vulnerabilities 

An impact-level-based comparison of vulnerabilities focuses on evaluating the potential consequences of a 

vulnerability's exploitation on an affected system, user, or organization. This approach assesses the severity of harm, 

including unauthorized access, financial losses, data breaches, or reputational damage [1, 28, 29]. For example, a 

vulnerability that allows attackers to bypass OTP authentication in a digital wallet system could lead to unauthorized 

transactions and significant financial losses for users [7]. Similarly, vulnerabilities exposing sensitive user data may result 

in compliance violations and legal penalties under data protection regulations such as GDPR [2]. By categorizing 

vulnerabilities based on their impact, organizations can prioritize remediation efforts for those with the highest potential 

damage, ensuring resources are allocated to mitigate risks that pose the most severe consequences [4]. This methodology 



 
 

               International Journal of Innovative Research and Scientific Studies, 8(2) 2025, pages: 2356-2371
 

2368 

aligns with international standards like ISO/IEC 27005:2018, which emphasize understanding the consequences of risks as 

a fundamental part of security assessment and management [2]. 

Table 9. 

Vulnerabilities based on their impact level categorizes vulnerabilities based on their impact level, outlining the 

potential consequences and severity of exploiting these flaws. 

 
Table 9. 

Vulnerabilities based on their impact level. 

Impact 

Level 
Vulnerabilities Description 

Examples from OTP 

Functions 

High 

Impact 

Unauthorized Access, Data 

Exposure, Financial Loss 

Exploitation leads to severe consequences 

for users and the system. 

OTP-01, OTP-03, 

MH12, MH14 

Medium 

Impact 

Token Reuse, Header 

Manipulation, OTP Expiration 

Exploitation compromises system integrity 

and user trust but less severe. 

OTP-02, OTP-04, 

OTP-12 

Low Impact Timeout Validation, IVR Bypass 
Exploitation results in limited or minimal 

damage. 
OTP-11 

 

• High Impact vulnerabilities involve significant risks, such as financial loss, unauthorized system access, or exposure 

of sensitive user data, exemplified by OTP-01 (Login OTP Bypass). 

• Medium Impact vulnerabilities compromise operational integrity or user trust without causing immediate critical 

consequences, such as OTP-12 (Expired OTPs Accepted). 

• Low Impact vulnerabilities are limited in scope and impact, causing minor inconveniences or operational 

inefficiencies, such as OTP-11 (IVR Bypass). 

 

6.3. Severity-Level Based Comparison of Vulnerabilities 

A severity-level-based comparison of vulnerabilities combines the dimensions of exploitability, impact, and scope to 

provide a holistic assessment of security risks. This approach categorizes vulnerabilities by evaluating the ease of 

exploitation, the potential consequences of successful attacks, and the breadth of systems or users affected [1]. For instance, 

vulnerabilities in OTP systems that allow attackers to bypass authentication could result in financial fraud, unauthorized 

access, and regulatory non-compliance, particularly if they affect a large user base [4, 7]. Severity-level classification helps 

organizations prioritize remediation by addressing vulnerabilities that pose the greatest risk to their operations and users. It 

also ensures compliance with frameworks like the Common Vulnerability Scoring System (CVSS) and ISO/IEC 

27005:2018, which emphasize structured methodologies for classifying and managing risks [2]. This comprehensive 

approach aids decision-makers in allocating resources effectively to mitigate high-severity vulnerabilities first, thereby 

reducing overall risk exposure. 

Table 10. 

Vulnerabilities by severity level provides an overview of vulnerabilities categorized by severity level, demonstrating 

how different security flaws impact the system based on their criticality. 

 
Table 10. 

Vulnerabilities by severity level. 

Severity 

Level 
Vulnerabilities Description 

Examples from OTP 

Functions 

High 
Unauthorized Access, Token 

Reuse, Data Exposure 

Exploitation leads to major 

security or financial risks. 

OTP-01, OTP-03, MH12, 

MH14 

Medium 
OTP Expiration, Header 

Manipulation 

Exploitation has moderate impact 

but still poses significant 

challenges. 

OTP-02, OTP-04, OTP-12 

Low Ineffective Timeout Validation 
Minimal impact with lower 

exploitability. 
OTP-11 

 
• High severity vulnerabilities involve risks like financial fraud, user data exposure, or unauthorized access to sensitive 

functionalities, as seen in OTP-01 (Login OTP bypass). 

• Medium severity vulnerabilities have less immediate impact but compromise application integrity or user trust, such 

as OTP-12 (Expired OTPs accepted). 

• Low severity vulnerabilities are less likely to be exploited or have limited impact, such as OTP-11 (IVR call bypass). 

 

6.4. Comparative Analysis of OTP Types 

A comparative analysis of One-Time Password (OTP) types examines the strengths, weaknesses, and suitability of 

different OTP mechanisms for various applications. Common types include SMS-based OTPs, app-based OTPs, and 
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hardware token-generated OTPs, each offering distinct levels of security, usability, and cost-effectiveness [5]. For instance, 

SMS-based OTPs are widely adopted due to their simplicity but are vulnerable to attacks such as phishing and SIM-

swapping [4]. In contrast, app-based OTPs, such as those generated using Time-based One-Time Password (TOTP) 

algorithms, provide enhanced security by eliminating reliance on external communication channels [9]. Hardware tokens 

offer the highest security but often at a higher cost, making them less feasible for widespread consumer applications [8]. 

Table 12: Comparative analysis of OTPs helps identify the most appropriate OTP type for specific use cases, balancing 

security, usability, and operational requirements. 
Table 11. 

Comparative analysis of OTPs. 

OTP Function 
Vulnerability 

Reference 
Key Vulnerability Impact Exploitability Severity 

Login OTP OTP-01, OTP-02 

OTP Bypass via 

Manipulation and 

Token Reuse 

High, 

Medium 
Moderate 

High, 

Medium 

Adding Beneficiary 
OTP-03, OTP-04, 

OTP-05 

Unauthorized Addition, 

Header Manipulation, 

Reuse 

High, High, 

Medium 
High 

High, High, 

Medium 

Fund Transfer 
OTP-06, OTP-07, 

OTP-08 

Unauthorized Transfer, 

Header Removal, 

Token Reuse 

High, High, 

Medium 
High 

High, High, 

Medium 

Adding Bills OTP-09, OTP-10 
Unauthorized Addition, 

Header Removal 
High, High Moderate High 

IVR Verification OTP-11 IVR Bypass Medium Moderate Medium 

OTP Timeout OTP-12 
Expired OTPs 

Accepted 
Medium Low Medium 

OTP-Pincode 
MH12, MH13, 

MH14 

Data Exposure, 

Passcode Change, 

Brute Forcing 

High High High 

 

• Impact: The potential damage or consequence of exploiting the vulnerability (e.g., unauthorized access, financial loss, 

data exposure). 

• Exploitability: The ease with which an attacker can exploit the vulnerability (e.g., requires special tools or can be 

exploited using basic tools). 

• Scope: The extent of users or systems affected by the vulnerability. 

• Regulatory Implications: Compliance risks associated with data protection regulations or industry standards. 
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Figure 7. 

Comparative analysis of OTPs. 

 

Figure 7. 

Comparative analysis of OTPs, The alignment with established security frameworks such as the Common 

Vulnerability Scoring System (CVSS) [1] and international standards like ISO/IEC 27005:2018, which provide structured 

methodologies for risk assessment and severity classification [2] ensures a systematic and rigorous approach to 

vulnerability management. 

 

6.5. Comprehensive OTP Security Assessment in Wallet Systems 

In order to discuss the results more, we perform a visual chart of comparisons: 

Figure 8. 

 OTP Heatmap Security Assessment, a heatmap is a data visualization technique that represents data values through 

variations in color intensity, it helps in Decision-Making: The heatmap provides an immediate visual overview, helping 

stakeholders prioritize improvements on functionalities with higher failure rates. Trend Spotting: It uncovers trends or 

anomalies that might not be evident in raw numbers. For example: 

• Consistently low success rates across functionalities could hint at systemic issues. 

• A particularly high success rate could identify a well-functioning process worth emulating. 

In the context of the heatmap for success and failure rates across OTP functionalities: 

• Quick Visual Insights: 

• The heatmap uses color gradients (e.g., lighter or darker shades) to indicate the magnitude of success and failure 

rates for each OTP functionality. 

• It allows to quickly identify functionalities with high or low success and failure rates. 

• Comparison Across Categories: 

• Visually compare different OTP functionalities side by side, making it easy to spot patterns, outliers, or areas of 

concern. 

• Focus Areas: 

• For instance, a high failure rate (darker color) on one functionality signals a potential issue, such as user experience 

problems, implementation flaws, or external interference. 

 
Figure 8. 

 OTP Heatmap Security Assessment. 

 

6.5.1. Heatmap Explanations 

• Rows: Represent success and failure rates. 

• Columns: Represent OTP functionalities. 

• Color Intensity: Indicates the rate percentage: 

• Darker shades for higher rates. 

• Lighter shades for lower rates. 

The heatmap above illustrates the average vulnerability severity across various OTP functionalities. Here's how to 

interpret it: 

• Color Intensity: Darker red shades indicate a higher average severity (closer to "High"), while lighter shades reflect 

lower severity (closer to "Medium"). 
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• OTP Functionality Rows: Each row represents a specific OTP functionality. 

• Severity Levels: The numerical annotations correspond to the average severity level for the vulnerabilities within each 

functionality (1 = Low, 2 = Medium, 3 = High). 

This visualization highlights which OTP functionalities are more vulnerable on average and may require immediate 

attention for mitigation. 

 

6.6. Mitigation Strategies and Proposed Solutions for Enhancing OTP Implementations 

Identified vulnerabilities in OTP implementations reveal critical weaknesses in wallet systems, where issues such as 

chaining exploits, privilege escalation, resource exhaustion, and exploit amplification pose significant risks. Attackers can 

exploit weak OTP validation in combination with unauthorized beneficiary addition to transfer funds without user consent, 

leading to financial loss and erosion of trust. Similarly, brute-force vulnerabilities and poor timeout enforcement can enable 

resource exhaustion, compromise availability, and allow unauthorized access to sensitive information. These 

interconnected vulnerabilities amplify the impact and escalate risks, emphasizing the need for a comprehensive security 

strategy. 

To address these challenges, mitigation strategies must target the root causes of vulnerabilities while preventing their 

escalation. For instance, enhanced token management ensures OTPs are single-use and bound to specific actions, reducing 

interception risks. Comprehensive validation of user inputs, session tokens, and headers prevents unauthorized 

manipulations, while timeout enforcement mitigates abuse from expired tokens. Stronger pincode controls, such as account 

lockouts, complexity requirements, and rate-limiting, protect against brute-force attacks. Multi-factor authentication (MFA) 

adds an additional security layer, reducing dependency on OTPs and enhancing overall authentication robustness. Regular 

security audits and the integration of threat intelligence further bolster system resilience by proactively addressing 

emerging vulnerabilities. 

 
Table 12. 
Recommendations to reduce failure rates of OTPs, it shows solutions expand on these strategies, providing 

specific recommendations to reduce failure rates and enhance the robustness of OTP systems: 
 

Table 12. 

Recommendations to reduce failure rates of OTPs. 

Recommendation Justification 

1. Strengthen Backend Validation 

Server-side validation ensures consistent enforcement of security 

policies, mitigating bypass vulnerabilities such as manipulated headers 

or reused tokens [10]. 

2. Improve Token Security 
Randomized and cryptographically secure OTPs reduce predictability, 

limiting attackers’ ability to guess or forge tokens [11]. 

3. Introduce Multi-Factor Authentication 

(MFA) 

Combining OTPs with secondary authentication methods significantly 

improves defenses against single-point compromises [12]. 

4. Harden Against Brute-Force and Replay 

Attacks 

Rate-limiting and session-specific identifiers prevent excessive attempts 

and replay of credentials [13]. 

5. Enhance Timeout Mechanisms 
Strict timeout policies ensure OTPs are used only within their valid 

window, reducing opportunities for abuse [14]. 

6. Introduce Behavioral Analysis 
Monitoring anomalies in usage patterns helps identify and mitigate 

potential threats early [15]. 

7. Improve User Experience 
Clear user interfaces and real-time feedback minimize errors, enhancing 

usability and compliance with security protocols [16]. 

8. Strengthen Communication Channels 
Using multiple, redundant channels ensures higher OTP delivery rates, 

reducing system failure points [17]. 

9. Educate Users and Train Support Teams 
Educating users and training support staff addresses human factors, 

which are often the weakest link in security systems [18]. 

10. Regular Audits and Testing 
Proactively identifying and resolving vulnerabilities through regular 

assessments improves long-term security [19]. 

11. Enforce Token-Specific Actions 
Bind OTPs to single-use actions and ensure encryption during 

transmission to reduce risks of interception or reuse [6, 8]. 

12. Integrate Threat Intelligence 
Use updated threat intelligence to adapt to emerging vulnerabilities, 

proactively securing the system against future risks [2]. 

 

This table provides a structured and concise view of the recommendations, their justifications, and the corresponding 

references. By combining these measures, systems can mitigate risks, prevent exploit chaining, and enhance the integrity of 

OTP implementations. This cohesive approach not only secures user authentication and transaction validation but also 

fosters trust and confidence in wallet systems. 

 

7. Conclusion and Future Work 
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While OTP mechanisms provide critical security layers in wallet systems, their vulnerabilities pose significant risks if 

left unaddressed. Holistic security strategies, including advanced authentication and regular audits, are essential to secure 

user accounts and preserve trust. Wallet providers must proactively adopt innovative solutions, such as biometrics and 

cryptographic enhancements, to align with industry standards and ensure reliable OTP implementations. 

Our analysis reveals critical security gaps in OTP implementations within wallet systems, posing significant risks to 

user accounts and financial transactions. By addressing these vulnerabilities through robust validation, session 

management, and token policies, wallet providers can enhance user trust and meet regulatory standards. 

Future Work: Advancements in OTP mechanisms could include: 

• Biometric Verification: Utilizing facial recognition, fingerprints, or voice identification for an added layer of security. 

• Hardware Security Tokens: Deploying physical tokens like USB devices to minimize software dependency. 

• Behavioral Biometrics: Employing user-specific patterns, such as typing dynamics, to detect anomalies. 

• Cryptographic Enhancements: Leveraging public-key infrastructure (PKI) to secure OTP transmission and storage. 

• Continuous Authentication: Periodic, seamless user verification during sessions. 

• AI-Powered Threat Detection: Utilizing machine learning to identify risks in real-time. 

These measures aim to mitigate emerging threats, ensuring greater security and convenience for users. 
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