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Abstract

This study examines the impact of cybersecurity measures on preventing data breaches in Jordanian organizations using
digital accounting systems. A logistic regression model analyzes survey data from 231 organizations to assess the effects of
employee training, firewall protection, two-factor authentication, and system update frequency on data breach occurrence.
The Receiver Operating Characteristic (ROC) curve evaluates the predictive accuracy of the model. The findings indicate
that system update frequency is the most effective factor in reducing breaches, while employee training, firewall protection,
and two-factor authentication exhibit weaker, statistically non-significant effects. The ROC curve analysis shows poor
predictive accuracy (AUC = 0.44), highlighting the need for additional variables to improve the model’s performance. The
study concludes that frequent system updates play a crucial role in enhancing data security, whereas other measures alone
provide limited protection. A holistic approach integrating multiple security practices is essential for mitigating data breach
risks. Organizations should prioritize regular system updates while incorporating employee training, firewalls, and two-factor
authentication into a multi-layered security strategy. Additionally, policymakers must strengthen cybersecurity frameworks
tailored to the specific challenges faced by Jordanian organizations.
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1. Introduction

The rapid digitization of financial processes has significantly improved operational efficiencies in accounting. However,
the transition to digital accounting systems has also heightened security vulnerabilities, making financial data an attractive
target for cybercriminals [1, 2]. Digital accounting systems store sensitive financial data, including confidential business
transactions, client details, and proprietary financial information. As organizations continue to embrace cloud-based
accounting platforms, the risks associated with cyber threats, data breaches, and unauthorized access have become
increasingly prevalent [3]. The need for robust cybersecurity measures to safeguard these digital accounting infrastructures
has never been more critical. Despite significant advancements in cybersecurity technologies, financial data breaches
continue to rise, costing organizations millions in financial losses, reputational damage, and legal consequences [4, 5].
Research indicates that data breaches in digital accounting can result from multiple factors, including human errors, outdated
security protocols, and inadequate system protection mechanisms [6]. Among these, the failure to implement regular system
updates, lack of two-factor authentication, weak firewall protections, and insufficient employee cybersecurity training have
emerged as primary contributors to data security failures [7, 8]. However, the extent to which these factors influence data
breach occurrences, particularly within Jordanian organizations, remains underexplored.

The importance of addressing cybersecurity in digital accounting is evident from its impact on businesses and the
economy. Organizations that fail to secure their financial systems risk losing valuable data, disrupting business operations,
and facing legal liabilities [9, 10]. Cybercrime incidents targeting accounting systems have led to increased regulatory
scrutiny, with governments and industry regulators imposing stricter compliance requirements on organizations handling
financial data [11]. Given the growing complexity of cyber threats, organizations must adopt a multi-layered cybersecurity
approach that combines system updates, employee training, two-factor authentication, and firewall protections to mitigate
the risks of data breaches [12, 13]. While previous studies have investigated various cybersecurity practices, there remains a
significant gap in understanding the specific risk factors affecting Jordanian organizations. Many cybersecurity frameworks
and best practices have been developed in technologically advanced regions, making them less applicable to emerging
markets like Jordan, where financial constraints and regulatory challenges limit the adoption of robust security measures [14,
15]. Furthermore, resource limitations and the scarcity of skilled cybersecurity professionals pose additional challenges for
Jordanian organizations in implementing effective digital security strategies [16, 17]. This research aims to bridge this gap
by analyzing the role of key cybersecurity measures in preventing data breaches in digital accounting systems used by
Jordanian organizations.

This study identifies the primary risk factors contributing to data breaches and evaluates the effectiveness of
cybersecurity measures in mitigating these risks. By employing logistic regression analysis, this research examines how
employee training, firewall protection, two-factor authentication, and system update frequency influence the likelihood of
data breaches in digital accounting systems [18, 19]. Logistic regression is an appropriate method for modeling binary
outcomes, making it ideal for assessing whether organizations experience data breaches based on various cybersecurity
practices [20]. The study also incorporates the Receiver Operating Characteristic (ROC) curve to evaluate the predictive
accuracy of the model, providing valuable insights into the reliability of the identified risk factors. The data for this study
was collected from 231 organizations in Jordan that utilize digital accounting systems. Structured surveys were administered
to IT managers, accountants, and cybersecurity professionals to gather information on cybersecurity practices, system
vulnerabilities, and past experiences with data breaches. The survey responses were then analyzed using logistic regression
to determine the statistical significance of each cybersecurity measure in preventing data breaches. This approach provides a
quantitative assessment of how various factors contribute to the security of digital accounting systems and offers data-driven
recommendations for enhancing cybersecurity practices.

One of the key research questions addressed in this study is: How do employee training, firewall protection, two-factor
authentication, and system updates influence the occurrence of data breaches in Jordanian organizations? Additionally, this
research seeks to understand whether certain cybersecurity measures are more effective than others in preventing breaches.
By answering these questions, this study provides empirical evidence to guide organizations in prioritizing cybersecurity
investments and developing more effective risk management strategies. The findings of this study indicate that system update
frequency plays the most critical role in reducing the occurrence of data breaches. Organizations that frequently update their
accounting systems are significantly less likely to experience breaches compared to those that neglect system updates. This
aligns with previous research suggesting that outdated software remains one of the most common entry points for cyber
attackers [11, 21]. However, the effects of other cybersecurity measures, including employee training, firewall protection,
and two-factor authentication, were found to be weaker and statistically non-significant in reducing breach occurrences.
These results suggest that while these measures contribute to overall cybersecurity, they may not be sufficient in isolation to
prevent data breaches.

The novelty of this study lies in its focus on Jordanian organizations and the use of logistic regression to quantify the
impact of specific cybersecurity measures on data security [22]. Unlike previous studies that provide general cybersecurity
recommendations, this research offers empirical evidence tailored to the unique challenges faced by organizations in Jordan.
The findings emphasize the importance of integrating multiple security practices rather than relying on a single measure to
protect financial data. Organizations should prioritize system updates while incorporating additional security layers such as
employee training, firewalls, and two-factor authentication into a comprehensive cybersecurity strategy [12, 23]. Given the
growing digital transformation in financial management, this research has significant implications for policymakers, business
leaders, and cybersecurity professionals. Policymakers should strengthen cybersecurity regulations to ensure organizations
comply with best practices in digital security. Business leaders must allocate sufficient resources to cybersecurity initiatives
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and foster a culture of security awareness within their organizations [24, 25]. Cybersecurity professionals should develop
tailored security strategies that address the specific risks associated with digital accounting systems [26].

This study highlights the critical role of system updates in enhancing data security in digital accounting. While employee
training, firewall protection, and two-factor authentication are valuable security measures, they alone are insufficient in
preventing data breaches [12]. A holistic approach that integrates multiple cybersecurity practices is essential for mitigating
cyber risks and protecting financial information. The findings provide a valuable contribution to the literature on digital
accounting security and offer practical recommendations for organizations seeking to strengthen their cybersecurity posture
[27]. Future research should explore additional variables, such as encryption methods and intrusion detection systems, to
further enhance the understanding of cybersecurity effectiveness in digital accounting systems.

2. Literature Review

Digital accounting systems store highly sensitive financial data, making them prime targets for cyber threats [28, 29].
With the increasing adoption of cloud-based platforms, financial data security has become a pressing concern. Several factors
contribute to data breaches in digital accounting, including outdated software, weak authentication mechanisms, and
inadequate employee training. Cybersecurity measures such as system updates, two-factor authentication, firewall
protections, and employee training have been proposed as essential risk mitigation strategies [30]. Existing research indicates
that data breaches can have devastating financial and reputational consequences. Spanca and Salihu [31] emphasize that
breaches lead to direct monetary losses and legal penalties. Many studies highlight that employee negligence is a major factor
in cybersecurity vulnerabilities [32]. Untrained employees often fall victim to phishing attacks, which remain a leading cause
of data breaches. Similarly, weak system defenses, such as outdated firewalls and lack of encryption, significantly increase
the risk of cyber threats [33].

One of the most effective security practices identified in cybersecurity literature is frequent system updates.
Organizations that fail to update their software are more vulnerable to cyberattacks that exploit unpatched vulnerabilities
Demir, et al. [34]. Alghamdi, et al. [11] found that system updates play a critical role in reducing breach risks, especially in
resource-limited organizations. Another widely recommended practice is two-factor authentication [35]. By requiring an
additional layer of verification, two-factor authentication reduces the risk of unauthorized access to financial systems.
However, some studies argue that two-factor authentication alone is insufficient without proper employee awareness and
compliance [36]. Firewall protection has also been widely studied as a cybersecurity measure. Research suggests that strong
firewall configurations can prevent unauthorized access and block malicious traffic [12]. However, the effectiveness of
firewalls depends on their proper implementation and regular updates. Gupta and Sharman [37] found that organizations with
outdated firewall systems still experienced breaches despite having security measures in place. This highlights the need for
a multi-layered cybersecurity approach that combines firewalls with other protective measures.

Cybersecurity awareness and employee training have been extensively examined in the literature. Pelletier and Rusu [7]
argue that training employees on cybersecurity best practices significantly reduces human errors that lead to breaches.
However, other studies have shown mixed results regarding the direct impact of training on reducing breach occurrences
[20]. While training improves awareness, it does not necessarily translate into secure behaviors unless accompanied by strict
enforcement of security policies. Several studies have applied logistic regression analysis to examine the relationship between
cybersecurity practices and data breaches. Dwivedi, et al. [38] used logistic regression to evaluate the impact of system
updates, employee training, and firewall protection on breach likelihood. Their findings indicated that system updates had
the most significant effect, while employee training and firewall protection had weaker influences. Similarly, Eisenga, et al.
[14] found that organizations with frequent system updates had a much lower probability of experiencing data breaches.

Receiver Operating Characteristic (ROC) curve analysis has been employed to assess the predictive accuracy of
cybersecurity risk models. Baker, et al. [39] used ROC analysis to evaluate the effectiveness of logistic regression models in
predicting breaches. Their study found that models with high AUC values were more accurate in identifying at-risk
organizations. However, the current research on Jordanian organizations shows a relatively low AUC value (0.44), suggesting
that additional variables may be needed to improve predictive accuracy.

The research gap in this domain lies in understanding the effectiveness of cybersecurity measures in the specific context
of Jordanian organizations. Many cybersecurity frameworks have been developed in technologically advanced regions,
making them less applicable to Jordan’s unique challenges, such as limited IT budgets and evolving regulatory frameworks
[16]. Moreover, most studies focus on large multinational corporations, whereas small and medium enterprises (SMES) in
Jordan face distinct cybersecurity vulnerabilities. This study aims to fill this gap by analyzing the impact of key cybersecurity
practices on data breach occurrences in Jordanian organizations.

The literature review highlights the importance of system updates, two-factor authentication, firewall protection, and
employee training in securing digital accounting systems. However, the effectiveness of these measures varies based on
implementation and organizational context. While system updates emerge as the most effective strategy, a holistic approach
combining multiple security measures is essential for robust cybersecurity. Future research should explore additional
variables, such as encryption practices and intrusion detection systems, to enhance the understanding of cybersecurity
effectiveness in digital accounting [27, 40].

3. Methodology
3.1. Research Design

This study employs a quantitative research design to examine the impact of cybersecurity measures on preventing data
breaches in Jordanian organizations using digital accounting systems. A cross-sectional approach was adopted, where data
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were collected at a single point in time to analyze the relationship between cybersecurity practices and breach occurrences.
The study aims to provide empirical insights into the effectiveness of employee training, firewall protection, two-factor
authentication, and system update frequency in mitigating cybersecurity risks.

3.2. Technique

A logistic regression model was used to assess the probability of a data breach occurrence based on key cybersecurity
practices. Since the dependent variable (whether an organization experienced a data breach) is binary (Yes = 1, No = 0),
logistic regression was an appropriate statistical technique for modeling the relationship between cybersecurity measures and
breach likelihood. The model estimates the odds of a breach based on different cybersecurity practices while controlling for
organizational factors such as size and cybersecurity budget.

3.3. Participants

The study targeted IT managers, accountants, and cybersecurity professionals working in Jordanian organizations that
use digital accounting systems.

A total of 231 organizations participated, representing both private and public sectors. These organizations were selected
using a random sampling approach to ensure a diverse representation of industries and firm sizes. The participants provided
insights into their organization’s cybersecurity policies, past breach experiences, and implementation of protective measures.

3.4. Data Collection Tool

A structured survey questionnaire was designed to collect primary data on cybersecurity practices and data breaches.
The questionnaire consisted of closed-ended questions to capture binary and categorical responses related to cybersecurity
implementation. Key variables included employee training (Yes/No), firewall protection (Yes/No), two-factor authentication
(YYes/No), and system update frequency (Frequent/Infrequent). Additional questions captured the organizational size and
cybersecurity budget as control variables. The survey was administered online and through direct interviews with 1T
professionals.

3.5. Conceptual Model and Framework of the study

Its analytical framework has been developed to identify crucial factors that force data breaches. Logistic regression is
the main method this study applies, aiming at evaluating the associations between independent variables, cybersecurity
practices, and dependent variables-that is, those variables showing whether a data breach happened or not. This model would
estimate the odds of data breach cases by supplementing other explicit cybersecurity measures or not [20]. The logistic
regression model is represented as follows:

log(1 —pp) = B0 + B1X1 + B2X2 + B3X3 + p4X4

Represent the independent variables (Employee Training, Firewall Protection, Two-Factor Authentication, and System
Updates Frequency).

The risk factor analysis could rank each of the cybersecurity measures concerning importance, thus revealing which of
those measures serves most significant impact on data breach reduction [41]. ROC curve analysis has been used to assess the
predictive performance of the model, and from that, the AUC will be computed that would be indicative of the effectiveness
at distinguishing between the organizations that experienced breaches versus those that did not [42].

3.6. Data Analysis Technique

The analysis of the data, therefore, begins by first preparing the data, categorizing categorical variables, imputing missing
values. After which descriptive statistics are generated to summarily represent the nature of the data. A logistic regression
will be carried out-the outcome of which will rank the different cybersecurity measures. Lastly, it looks at the ROC and the
area under the ROC to show the accuracy of the model.

The research study has, therefore, cautiously approached all ethical issues. All data to be collected from the responding
organizations will be anonymized on grounds of privacy. Informed consent will be sought from all participants before
commencing the collection of data. Data security will be severely guarded through storage in a secured environment, with
access granted only to the research group.

This study shall determine how well-selected cybersecurity practices-employee training, firewall protection, two-factor
authentication, and system updates can minimize data breaches in Jordanian organizations that use digital accounting systems.
The objectives of this study are to assess how employee training impacts the determination of data breach occurrence, evaluate
the effect of firewall protection on the likelihood of a breach, investigate how two-factor authentication serves in preventing
data breaches, and check the relationship of the frequency of system updates in preventing data breaches.
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Conceptual Model of Hypothesis

System updates frequency
Employee Training Firewall Protection Two-Factor Authentication

AR 4

Data Breach Occurrence

Figure 1.
Hypothesis conceptual model.

Hence, this approach provides a conceptual framework (Figure 1) through which the effectiveness of cybersecurity
measures in preventing data breaches could be studied. Useful inferences about which cybersecurity practices most impact
digital accounting system protection are drawn through logistic regressions, risk factor analysis, and ROC curve evaluation.
These relationships, when understood, may help an organization in prioritizing cybersecurity efforts and hence improving

data security practices.

4. Results
The results of this study provide us with a broad examination of the crucial variables of cybersecurity practices that can

explain data breach occurrences among Jordanian organizations by utilizing digital accounting systems. This study examined
four major independent variables: employee training, firewall protection, two-factor authentication, and system update
frequency. The focus was to see how these variables impact the dependent variable—data breach occurrence—through
logistic regression analysis.

Then, the ranking of the effectiveness of each security measure was done with a risk factor analysis, and the predictive
power was measured by the Receiver Operating Characteristic curve. The logistic regression model will be applied to achieve
the possibility of a breach using the independent variables. This model is defined by the following equation: a, b, c, d, are the
coefficients of the independent variables.

log(1 — pp) = B0 + B1Employee Training + B2Firewall Protection + B3Two — Factor Authentication
+ B4System Updates Frequency

Table 1.

Logistic regression.
Independent variable Coefficient Standard error p-value Odds ratio
Employee training -0.15 0.12 0.23 0.86
Firewall protection -0.25 0.18 0.15 0.78
Two-factor authentication -0.1 0.11 0.32 0.9
System updates frequency -0.6 0.22 0.01 0.55

Coefficients provide the direction and strength of the relationship for each variable with the likelihood of data breach.
Negative coefficients will show that the respective variable decreases the likelihood of the breach, whereas any positive will
mean an increase in the likelihood (Table 1).

The employee training coefficient exhibited a negative sign, which supported the view that organizations providing
cybersecurity training to employees are less likely to experience a data breach; however, it was not statistically significant,
meaning the data did not provide strong evidence to lead to that conclusion. On the contrary, firewall protection had a negative
coefficient, indicating that organizations with firewall protection were less likely to experience data breaches. This effect,
however, was only moderate in size and statistically not significant, which is somewhat comparable to employee training.
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Another important cybersecurity control variable is the two-factor authentication variable, which had a slight negative
effect on data breaches, showing that implementing two-factor authentication slightly reduced the likelihood of breaches.
The effect was small, and, as was the case with other variables, it was not statistically significant in this sample.

System update frequency thus proved to be the most impactful variable, with a very strong and statistically significant
negative coefficient. This would therefore show that organizations that keep updating their systems frequently are far less
likely to suffer from data breach incidents. The strength in significance of the result underpins the value of periodic system
maintenance in reducing vulnerability and preventing breaches.

In general, the model correctly classified about 41.67% of the cases, which means about 42% of whether an organization
has actually faced or will have a data breach or not. Although this indicates the existence of some predictive power in the
current model, the accuracy is relatively low. This may suggest that there is a need for additional variables or more complex
modelling approaches to produce better performance.

The odds ratios from the logistic regression provided further information on the efficiency of the independent variables.
This made the factor of system update frequency the most important, where organizations that updated their systems regularly
had significantly lower odds compared to organizations that updated their systems less frequently (Figure 2).

0Odds Ratios for Independent Variables in Logistic Regression

!
—-—- 0Odds Ratio =1

System Updates Frequency |

Two-Factor Authentication |

Firewall Protection |

Employee Training

0.0 0.2 0.4 0.6 0.8 1.0
Odds Ratio

Figure 2.
Odds ratio of IV in LR.
On the other hand, employee training, firewall protection, and two-factor authentication have odds ratios closer to 1,
indicating a far weaker effect on reducing the likelihood of breaches.
The risk factor analysis performed using the results of the logistic regression model allowed for an assessment of the
relative importance of each cybersecurity measure. This ranking provided the independent variables in order of influence on
the likelihood of data breaches (Figure 3).

Relative Importance of Cybersecurity Measures in Preventing Data Breaches
Employee Training

21.6% System Updates Frequency

33.8%

23.9%

Firewall Protection 20.7%

Two-Factor Authentication

Figure 3.
Pie chart of relative importance.
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This variable that kept cropping up as most important is that of the frequency with which the system is updated. In cases
where the concerned organization would update its systems quite often, there were considerable reductions in the number of
data breaches. This confirms the hypothesis that frequent maintenance of systems in use plays a critical role in security. This
also sets a base for other limited literature on the issue, which has shown the importance of timely updates in addressing the
problem of vulnerabilities.

Ranked second was firewall protection, which decreased the above-mentioned likelihood. Though its effect was
moderate and not statistically significant, firewall protection is an essential cybersecurity countermeasure in protecting
against unauthorized access to sensitive information.

Following in rank order was two-factor authentication, even though in this sample its contribution to reducing data
breaches was minor and statistically insignificant. Nevertheless, this is a generally recommended security practice since it
can provide effective risk mitigation with other practices combined.

The impact of employee training ranked lowest in preventing data breaches. Results support the implication that while
employee training may be necessary to build awareness over cybersecurity threats, this kind of security control might not
have as significant positive direct effect on breach reduction. In other words, this finding suggests that when at least some of
the other critical measures of security are missing, training in itself might be inadequate to avoid breach incidents.

Predictive performance is evaluated by means of a ROC curve, which shows the true positive rate, or sensitivity on the
y-axis, plotted against the false positive rate, derived as 1 - specificity on the x-axis, across various threshold levels. The
ROC curve in Figure 4 visualizes the performance of the model classifying organizations into those that have and have not
experienced data breaches.

ROC Curve

1.0f

0.8}

o
o
-

I
~
r

True Positive Rate

0.2}

= ROC curve (AUC = 0.44)

0'%.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

Figure 4.
ROC Curve.

The AUC was calculated to summarize the classification accuracy of the model. This is an AUC value of 0.44, which
showed very poor discriminative ability. An AUC value of 0.5 would indicate that this model performed no better than
random guessing, while a high AUC close to 1.0 would be indicative of a strong predictive model. With the current AUC
value of 0.44, it thus seems that the model really did a poor job in distinguishing which organizations did and did not
experience a breach. This represents a low AUC, showing the generally limited predictive power of the model. The ROC
curve itself lay close to the diagonal line, thus further confirming the model's inability to classify the breach occurrences
effectively. This would mean that though system updates were a very strong factor, additional variables on the overall model
would be beneficial, or more advanced modeling could be applied in order to reach high accuracy in the prediction.

Results associated with logistic regression analysis were used in testing the hypotheses of the study on the level of
practice of cybersecurity and how effective such practices were in ensuring a reduced rate of data breaches. Hypothesis 1:
An organization that provides training to its employees on cybersecurity is less likely to experience data breaches compared
to those that do not. However, the effect of employee training was not statistically significant in this analysis to warrant strong
evidence for this hypothesis. Hypothesis 2 posited that organizations with firewall protection would have a lower likelihood
of data breaches than organizations without this protection. On the whole, results showed that firewall protection typically
exhibited a moderate reduction in breach likelihood, but results did not reach significance and therefore only weakly
supported this hypothesis.

Hypothesis 3: Organizations experiencing data breaches are less likely to use two-factor authentication compared to
organizations that do not. Because two-factor authentication had a slight impact on reducing breaches, which is not significant
in a statistical sense, this hypothesis therefore enjoys only partial support. Lastly, Hypothesis 4: Compared with organizations
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that do not frequently update, organizations that do are less likely than others to suffer a data breach. This hypothesis is
strongly supported by the data, since frequent system updates are associated with higher negative effects on breach likelihood,
making it the most effective measure in this analysis.

These findings highlight how periodic system updates can prevent data breaches. Among the different cybersecurity
measures that were tested in this analysis, the frequent system update demonstrated the most powerful preventive force
against data breaches, hence explaining the critical role of frequent updating in system security. Other measures, which
include employee training, firewall protection, and two-factor authentication, have also shown certain prospects of reducing
data breaches; however, their effect was insignificant in this sample. The AUC value is low in general, suggesting that some
further variables or a more sophisticated model might be used to increase the predictive power of data breach forecasting.
Overall, this supports the holistic approach to cybersecurity, whereby system maintenance and training each play a part in an
integrated protective regime that brings all these factors together to protect against risks.

5. Discussion

The increasing reliance on digital accounting systems has brought significant improvements in efficiency and
accessibility for organizations. However, these advancements also introduce vulnerabilities that expose financial data to
cybersecurity threats. Prior research has highlighted the importance of cybersecurity measures in mitigating data breaches,
yet there remains a gap in understanding their effectiveness in specific organizational contexts, particularly in emerging
economies like Jordan. This study contributes to the existing literature by examining key cybersecurity practices—employee
training, firewall protection, two-factor authentication, and system updates—and their role in safeguarding digital accounting
systems. One of the major themes in cybersecurity literature is the role of system updates in maintaining security. Previous
studies, e.g., Surya, et al. [28], have emphasized that frequent system updates are essential in addressing software
vulnerabilities and preventing unauthorized access. Many cybersecurity threats exploit outdated systems that lack the latest
security patches, making updates a critical defense mechanism. The findings of this study align with the literature, reinforcing
the need for organizations to prioritize regular system maintenance as a proactive security measure rather than relying solely
on reactive approaches after a breach occurs.

Another widely debated aspect of cybersecurity is employee training and awareness programs. Research by Dwivedi, et
al. [38] suggests that human error remains a significant cause of data breaches, often due to employees falling victim to
phishing attacks or poor security practices. While cybersecurity training is widely recommended, some studies, e.g., Demir,
et al. [34], argue that training alone is insufficient if not accompanied by robust technical controls. Organizations that
implement cybersecurity training without reinforcing it with multi-layered security measures may still remain vulnerable to
attacks. These discussions highlight the need for an integrated approach where training complements other protective
measures rather than serving as a standalone solution. Similarly, firewall protection has been considered a fundamental
cybersecurity measure in various studies, e.g., Halachev [18], yet its effectiveness depends heavily on how well it is
configured and maintained. Firewalls provide an essential defense against unauthorized access, but outdated or improperly
managed firewalls may not offer the expected level of protection. Previous research (e.g., Hasan, et al. [27]) has suggested
that organizations sometimes over-rely on firewalls without adopting additional security layers, leading to a false sense of
security. The findings of this study underscore the importance of firewall protection as a necessary but not sufficient measure,
reinforcing previous arguments that organizations should integrate firewalls with other cybersecurity strategies for enhanced
protection.

The role of two-factor authentication (2FA) in cybersecurity has been widely discussed in the literature, with many
researchers, e.g., Roopesh [12], emphasizing its effectiveness in reducing unauthorized access. However, some studies, e.g.,
Thanh and Kim [35], have pointed out that 2FA adoption varies across organizations and industries. While it provides an
additional layer of security, its effectiveness is contingent on user compliance and proper implementation. In some cases,
weak secondary authentication methods or user negligence in securing credentials can undermine its protective value. These
discussions highlight the complexity of cybersecurity implementation, where technical solutions must be supported by proper
enforcement and compliance measures. Cybersecurity research has also examined the broader regulatory and organizational
factors that influence security effectiveness. Studies by Alhawamdeh [16] and Algatawna, et al. [43] have emphasized the
challenges faced by organizations in developing economies, where resource constraints, lack of skilled cybersecurity
professionals, and evolving regulatory frameworks pose significant barriers to strong cybersecurity practices. Unlike
organizations in technologically advanced regions, businesses in Jordan and similar contexts often struggle with budget
limitations and inconsistent cybersecurity policies, making it difficult to implement best practices effectively. This study
contributes to this discourse by highlighting the unique challenges faced by Jordanian organizations and emphasizing the
need for context-specific cybersecurity strategies rather than a one-size-fits-all approach.

Another key discussion in cybersecurity literature is the use of predictive models to assess security risks. Previous
studies, e.g., Algatawna, et al. [43]; Wang [44], and Cerpa, et al. [45], have demonstrated the utility of logistic regression and
ROC curve analysis in identifying risk factors and evaluating model performance. However, cybersecurity risks are inherently
complex, and simple models often struggle with predictive accuracy. Research by Baker, et al. [39] has shown that adding
more variables—such as encryption practices, network monitoring, and external threat intelligence—can enhance model
performance. This study builds on these discussions by emphasizing the need for more comprehensive modeling approaches
that incorporate additional cybersecurity variables to improve predictive accuracy and risk assessment.
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6. Conclusion

This study examined the role of key cybersecurity measures—employee training, firewall protection, two-factor
authentication, and system updates—in preventing data breaches in Jordanian organizations using digital accounting systems.
The findings emphasize the necessity of a multi-layered security approach, where regular system updates play a crucial role
in mitigating security risks. While other security measures contribute to cybersecurity efforts, their effectiveness is enhanced
when implemented collectively rather than in isolation.

6.1. Practical Implications

The study highlights several key implications for organizations and policymakers. For businesses, cybersecurity
strategies should prioritize regular system updates, as they play a critical role in preventing breaches. Additionally, while
employee training, firewalls, and two-factor authentication contribute to security, they should be part of an integrated strategy
rather than standalone solutions. Organizations should ensure that cybersecurity measures are properly configured,
consistently enforced, and regularly updated to address evolving threats. For policymakers, the study underscores the
importance of strengthening cybersecurity regulations in Jordan, particularly for organizations handling financial data.
Regulatory frameworks should encourage businesses to adopt mandatory security protocols, continuous monitoring, and risk
assessment practices. Additionally, investment in cybersecurity training programs and awareness campaigns can help
organizations develop a more security-conscious culture.

6.2. Limitations

While this study provides valuable insights, it has several limitations. First, the study focuses solely on Jordanian
organizations, limiting the generalizability of the findings to other regions with different cybersecurity infrastructures and
regulatory environments. Second, the study only considers four cybersecurity measures, whereas other factors such as
encryption, intrusion detection systems, and third-party security audits could also play significant roles in preventing
breaches. Third, the predictive accuracy of the model is relatively low (AUC = 0.44), indicating the need for additional
variables to improve risk assessment and classification.

6.3. Future Research Suggestions

Future studies should expand the scope of cybersecurity measures analyzed to include advanced security technologies
such as artificial intelligence-driven threat detection, blockchain for secure transactions, and end-to-end encryption.
Additionally, research should explore sector-specific cybersecurity risks, as different industries may have varying security
challenges and compliance requirements. Further studies could also adopt longitudinal research designs to track cybersecurity
effectiveness over time, rather than relying on cross-sectional data. Finally, exploring the impact of organizational culture,
cybersecurity awareness, and budget constraints on security implementation could provide deeper insights into how
businesses can enhance their cybersecurity resilience. By addressing these limitations and exploring new research directions,
future studies can contribute to a more comprehensive understanding of cybersecurity strategies and their effectiveness in
protecting digital accounting systems.
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