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Abstract

Evaluating the implementation of Elliptic Curve Cryptography (ECC) on Raspberry Pi includes execution time, memory
usage, and energy consumption. Both basic operations and higher-level tasks are studied. The average execution time to
perform scalar multiplication, one of the fundamental operations in ECC, is 15 ms; it uses 300 KB of memory and 80 mJ of
energy. This makes it the most demanding of all basic operations in terms of these three metrics. In contrast, point addition
is extremely efficient: with an execution time of 2.5 ms, memory usage at 100 KB, and consuming only 20 mJ to operate, it
is perfect for real-time tasks. Higher-level operations like key exchange are even more demanding: they have average
execution times of 25 ms, require 400 KB of memory, and consume 120 mJ to function, making them suitable only for
occasional or initialization activities. The study points out the computational bottlenecks of scalar multiplication as well as
the energy-intensive higher-level responsibilities that must be supported. Consequently, ECC is a practical means of
performing lightweight authentication, transmitting secure information, and managing keys. Recommendations are made for
improving the efficiency and extending the applicability of ECC in secure applications now on the horizon.
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1. Introduction

As the world becomes increasingly interconnected through systems like the Internet of Things (loT), the need for
cryptographic solutions is underlined, especially ones that are secure, efficient, and scalable in nature [1-4]. ECC is preferred
as it provides equal strength to conventional algorithms, e.g., RSA [5-7], but needs much smaller key sizes and computation.
ECC is especially useful for low-power device integrations in the Internet-of-Things (1oT), healthcare, and industrial
platforms, such as the Raspberry Pi (platform model 9) [8-11].

But ECC implementation on resource-constrained devices is a challenge. Central cryptographic functions, such as scalar
multiplication and key exchange, demand a great deal of computational power, which can overextend units with restricted
processing energy and power [12-15]. This makes an accurate analysis through relevant metrics - execution time, memory
consumption, and energy consumption - of the ECC, to check the feasibility of its usage in resource-constrained areas,
unavoidable as in such highly constrained environments, every aspect is being very critically evaluated [16-19].

Previous works have studied ECC on a particular device or just investigated its single phases, but a holistic evaluation
considering the variety of resource requirements of modern platforms is missing. This study fills those gaps through
systematic benchmarking of both basic and higher-level ECC operations, including encryption, decryption, signature
generation, and key exchange on a Raspberry Pi platform. It offers concrete guidance on maximizing the benefits of ECC in
practical scenarios, pushing the realms of 10T and other settings to achieve an equilibrium between security and efficiency in
resource-hungry systems.

This work seeks to fill those gaps by systematically benchmarking ECC operations, from fundamental operations such
as scalar multiplication to higher-level functionalities like encrypt, decrypt, and key exchange. The analysis concentrates on
execution time, memory usage, and energy consumption, highlighting how this analysis can offer practical insights into the
applicability and optimization of ECC within resource-constrained environments. Through these challenges, the research
builds towards designing secure and efficient cryptographic schemes developed for emerging applications in resource-
constrained setups.

The rest of the paper is structured as follows. Section 2 reviews related work, with an emphasis on previous research and
difficulties in ECC benchmarking. Section 3 provides the methodology, experimental setup, and cryptographic operations
tested. Section 4 reports data and includes a discussion of it. Attractions in terms of execution time, memory use, and energy
consumption are highlighted. Section 5 analyzes insights and implications, giving advice on optimizations and future use.
Ultimately, Section 6 completes the paper and suggests that further research to push ECC on resource-constrained platforms
has clearly visible effective outcomes.

2. Related Work

Some researchers Tang et al. [20]; Gu et al. [21]; Yadav et al. [22]; Jebrane et al. [23]; Majumder et al. [24]; Javeed, et
al. [25]; Ifrim et al. [26]; Arunkumar et al. [27]; Benssalah et al. [28]; Tellez and Ortiz [29] and Pushpa and Raja [30] uses
ECC to secure communications in various 1oT domain. Meanwhile, the performance of Restricted Devices [31] studied the
application of ECC on devices such as Raspberry Pi, focusing on topics like scalar multiplication and point addition; the
study highlighted the feasibility of ECC within the Performance Measurement Framework but did not address energy
consumption as a critical metric.

Energy Efficient Algorithms for ECC Azarderakhsh et al. [32] proposed Pipelined hardware architectures and efficient
algorithms for instruction farmers used with extremely confined applications; they concentrated on hardware acceleration but
did not do detailed benchmarks of various memory-switch architectures on loT platforms.

0T protocols Khan et al. [33] overviewed lightweight cryptosystems supporting constrained 10T nodes; the survey was
comprehensive but not an analysis of ECC’s performance from multiple operating metrics such as execution time and amount
of energy.

Curve25519 Devices Ullah and Zahilah [34] looked at the 8-bit class of Internet of Things (10T) nodes that use ECC
systems based around curve25519. They obtained certain properties of computational efficiency but not detailed scoring on
other curves in the Structure Development Division on platforms such as Raspberry Pi.

Quantum-Resistant Security Halak et al. [35] examined the performance of ECC with quantum-resilient cryptographic
systems. However, innovative in its approach, this research primarily focused on energy-efficient algorithms for safe-belief
computing and did not touch on other types of work. | want Brussels Capital Region Nolately standard.

Energy-Efficient ECC Processing Di Matteo et al. [36] developed secure ECC processors for real-time 10T applications;
this paper identifies power tuning but is limited to FPGA devices and general-purpose card systems are still to be examined
without good data about how long, on average, systems like these But as a platform for use as an industry standard reaches
what point should it really out latest death.

Security and Performance Evaluation Radhakrishnan et al. [37] evaluated lightweight cryptographic algorithms on
constrained loT machines. The benchmarking method is broad-based and offers a richer view, but did not optimize
specifically for scalar multiplication.

Implementation on 8-bit Platforms Liu et al. [38] found that ECC is effective on 8-bit microcontrollers, focusing on
ECDSA. However, the range of their study did not include detailed comparisons of cryptographic operations with modern
platforms such as loT.

While some progress has been made in benchmarking Elliptic Curve Cryptography (ECC) for devices with limited
resources, a number of gaps remain that hinder an all-around understanding of the performance. Many studies have
concentrated on individual aspects of ECC, such as scalar multiplication or particular algorithms, but they have rarely
produced a rounded assessment across key metrics like execution time, memory footprint, and power consumption for
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analyzing whole program performance, all of which are also important indicators. Many modern platforms like the Raspberry
Pi lack research into exactly what energy consumption is, while a lot of the work in this field relies on architectures as old as
8-bit microcontrollers, which do not match the mechanical capabilities of today’s sensor-equipped 10T devices.

In ECC benchmarking, which is often limited to some of the performance indicators, even critical factors like energy
consumption have been overlooked or analyzed insufficiently. Additionally, while certain research evaluates the performance
on limited platforms of particular elliptic curves, such as Curve25519 and NIST curves, there is currently no systematic
comparison between them on restricted platforms. Another underexplored area is the development of dynamic cryptographic
protocols that will adapt resource requirements according to system availability, especially in 10T environments where
conditions change as devices are operated under varying degrees of endurance. Dealing with these gaps can help improve the
practical application of ECC in real-world situations and bring us safe and economical cryptographic solutions for tomorrow’s
systems.

3. Methodology
3.1. Experimental Setup
3.1.1. Hardware

The benchmarking tests were performed on a Raspberry Pi 4 Model B, a flexible and popular platform for resource-
constrained applications. The board features a quad-core 1.5 GHz ARM Cortex-A72 processor and 4 GB of LPDDR4 RAM,
which is suitable for lightweight cryptographic tasks. The Raspberry Pi was selected for its combination of computational
power and low power consumption, a key requirement for IoT and embedded systems [39, 40]. The hardware was then used
to its fullest extent by using a 64-bit Raspberry Pi OS while maintaining compatibility with cryptographic libraries. The
system was powered using a dedicated power supply, and cooling mechanisms were employed to ensure that it did not
thermally throttle under heavy workloads.

3.1.2. Software

For cryptographic operations, we used MIRACL, which offers optimized implementations of Elliptic Curve
Cryptography (ECC). To make it more understandable, MIRACL algorithms are very efficient for scalar multiplication, point
addition, and digital signature generation. The benchmarking scripts were written in C++ and employed MIRACL’s API to
perform and time each cryptographic operation [41, 42]. Execution time was measured using built-in timing functions, while
memory profiling was performed using system utilities such as /proc/meminfo, and an external power monitor measured
energy consumption. All of the experiments were done in a carefully configured software environment, avoiding background
processes as much as possible, allowing to achieve accurate and reproducible measurements.

3.2. Cryptographic Operations

The cryptographic tasks assessed in this work include primitive and complex processing primitives underlying Elliptic
Curve Cryptography (ECC). We chose these operations to have a good understanding of ECC performance on the Raspberry
Pi platform, which encompasses the most fundamental mathematical computations, but also relevant real-world cryptographic
applications. All operations were implemented in the MIRACL library to ensure maximum performance and exact
benchmarking.

3.3. Basic Operations

Last but surely not least, ECC hinges on a collection of basic operations, which are also crucial for the implementation
of higher-level cryptographic protocols. The operations benchmarked were:

e Scalar Multiplication: This is the most compute-heavy operation in ECC, as it corresponds to adding an elliptic
curve point P by a scalar k multiple times. Scalar multiplication is fundamental to ECC because it forms the basis for other
functions such as key generation and signature schemes [43, 44]. Its efficiency is essential for gauging whether ECC is viable
on resource-limited platforms [45, 46].

e Point Addition: This operation takes the two points P, Q on the elliptic curve to get R = P + Q. Although point
addition is lighter than scalar multiplication, it is also carried out many times within higher-level operations, e.g., scalar
multiplication and key exchange [47, 48].

e Small Scalar Multiplication: A Special case of scalar multiplication where the scalar value k is small. This is an
operation that encrypts one bit of data, and is typically used to be lightweight cryptographic applications like session key
generation in 10T devices where cryptographic strength is compromised for speed [13, 43, 49].

Execution time, memory usage, and energy consumption were measured for these basic operations to obtain a detailed
resource profile and identify potential bottlenecks.

3.4. Higher-Level Operations
High-level cryptographic operations use the basic operations to create secure protocols and real-world applications. The
following high-level operations were benchmarked:

« Encryption/ Decryption: Encryption enables encoding a plaintext to a cipher text using a recipient's public key, whereas
decryption takes an encrypted code to get the original plaintext back using the corresponding private key [50-52]. ECC-
based encryption systems are very efficient in terms of traditional node systems, such as RSA, especially on resource-
constrained platforms.
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 Signature Generation and Verification: Signature generation is a mechanism to form the digital signature by using the
sender’s private key in order to guarantee message authenticity and integrity. Signature verification makes use of the
sender’s public key to check the legitimacy of the signature. Such operations are a core requirement for secure
communication protocols and are widely applicable in 10T systems and blockchain [53, 54].

e Key Exchange (ECDH): The Elliptic Curve Diffie-Hellman (ECDH) algorithm allows two parties to securely agree to a
shared secret over an insecure channel. Given the decisive role that scalar multiplication has on ECDH performance, it is
fundamental to offer an extensive exploration of its construction, especially when considering its practical employment for
the purpose of secure key exchange [55-57].

To provide consistency and reliability, each of these operations was benchmarked several times. The performance data
collected offers valuable insights into the computational requirements and trade-offs involved in utilizing ECC for protocol
implementation on the Raspberry Pi platform. The goal of the study is to provide insights into ECC optimization by profiling
the resource-intensive operations in the ECC. By getting an insight into the resource requirements of such operations, the
study aims to optimize ECC for resource-poor environments.

3.5. Experimental Procedure
3.5.1. Implementation

In order to perform cryptographic operations, we used the MIRACL [42, 58, 59] library on a Raspberry Pi 4 Model B
and chose this library as it provides optimized and efficient implementations of elliptic curve arithmetic, which are more
suitable for benchmarking. All other work, including the lower-level cryptographic operations (e.g., scalar multiplication,
point addition) as well as the higher-level stuff like encryption and key exchange, was done in C++. Custom scripts were
created to call MIRACL functions and automatically run each functionality repeatedly to obtain benchmarking statistics.
Great care was taken to ensure that the scripts were lightweight and did not add unnecessary overhead so that the accuracy
of the results remained intact. The implementation followed cryptographic programming best practices like generating keys
using random numbers generated in a cryptographically secure manner, and signing messages.

3.5.2. Benchmarking

Note that in order to measure the performance of each operation, multiple executions were conducted. Each
cryptographic task was performed 1,000 times, and the results were averaged to reduce variability and ensure statistical
reliability. Execution time was another metric collected via high-resolution timers built into the benchmarking scripts, and
memory usage was tracked via system utilities (like /proc/meminfo) and Valgrind. An external power monitor that supports
real-time power usage harvesting from the Raspberry Pi was used to record energy consumption. It is important to note that
the experiments were executed in a controlled environment, limiting additional influencing factors in the hardware
measurement that could occur, such as changing system loads or throttling due to thermal limitations.

3.5.3. Analysis

For each operation, the collected data was used to calculate average execution time, peak memory usage, and total energy
consumed. The trends and patterns were analyzed over this data to identify computational bottlenecks and resource-intensive
processes. In particular, the impact of scalar multiplication on higher-level steps of the cryptographic process (encryption and
signature verification) was studied since it is the root of all operations in ECC. The contrast between advanced and basic
operations was compared to determine the relative computational needs of each. The results were visualized using tables and
graphs to observe various differences in resource usage and should be used to guide optimization strategies. This analysis not
only helps make the conclusions precise but also allows for the practical application of ECC to resource-limited platforms
and performance measurement for subsequent generations.

3.6. Evaluation Metrics

To evaluate the performance of ECC operations on two Raspberry Pi platforms, three primary metrics were used, namely
(1) execution time, (2) memory usage, and (3) energy consumption. These metrics were selected to offer a complete
understanding of the computational demands and resource requirements of incorporating ECC into resource-constrained
environments.

e  Execution time: The computational efficiency of each cryptographic operation was evaluated by measuring execution
time. The prolic metric describes the time spent upon completion of scalar multiplication, point addition, arithmetic,
key exchange, and encryption [60, 61]. Multi-core sensitivity of multi-threaded applications was taken into
consideration without compromising workload operations and data sizes that the application benchmark used, utilizing
high-resolution timers from within the benchmarking scripts that recorded execution time both in wall-clock time and
CPU time. This way, coupled with multi-threading, | was able to track down those operations that posed a
computational bottleneck. Execution times must be kept as short as possible to allow real-time applications, especially
10T systems, where latency can directly cause performance degradation.[62].

e Memory usage: This aspect of the ECC operations was monitored to see what the actual resource footprint was on the
limited memory of the Raspberry Pi [34, 63]. We measured both peak and average memory consumption using system
utilities such as /proc/meminfo and valgrind. It is an important measurement to consider, especially when evaluating
the viability of deploying ECC on resource-constrained platforms, as excessive memory utilization can cause memory
depletion and stability or performance impact in multi-tasking environments [64].
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e Energy consumption: The energy consumption was quoted to determine the power efficiency of ECC operations,
which is an important aspect for battery-powered and low-energy devices [65]. An external power monitor was used
to measure and capture power draw in real-time while executing cryptographic tasks. The usage data helped in
calculating the total energy consumed during each operation, hence insights into adapting ECC to energy-constrained
applications [66].

e This study would contribute to creating an ECC operations resource profile and help to make decisions to optimize
and implement practically on resource-constrained platforms by studying those metrics. The extensive diversity of
performance metric quantification demonstrates a comprehensive cognizance of the trade-offs associated with
computational performance and resource efficiency.

4. Results and Analysis
4.1. Results for Basic Cryptographic Operations

Extensive benchmarks were conducted on basic operations such as scalar multiplication, point addition, and small scalar
multiplication to gain insights into their computational cost.

4.1.1. Scalar Multiplication
e Execution time: Scalar multiplication (the most computationally intensive operation in ECC) with an average time of

15 ms per operation. It takes a lot of computation time because we are repeating the addition of elliptic curve points.

e Memory Usage: The operation used up around 300 KB of memory space as it was needed to store intermediate
calculations.

e Energy Consumption: Scalar multiplication average energy consumption was 80 mJ, which shows how digging was
computationally intensive.

Takeaway: This operation can be done with low overhead for non-real-time applications, but requires optimization for
latency-sensitive work.

e Point Addition:
e Execution: Point addition was quite efficient, taking on average 2.5 ms.
Memory, during this operation, about 100 Kbytes were consumed. — Energy Consumption: You use up energy
as well, about 20 mJ.
Insights: Point addition is lightweight and suitable for real-time use in constrained environments.
Small Scalar Multiplication:
Execution Time: The small scalar values reduced the computation time of the output significantly, around 5-7 ms.
Memory Usage: As fewer iterations were there, memory consumption dropped to 200 KB.
Range of Energy Usage: 30—40 mJ — Efficiency improvement of this operation
Analysis: Small scalar multiplication is good for lightweight tasks, such as 10T session key generation.

The results of basic cryptographic operations (i.e., execution time, memory, and energy consumption) can be seen in
Table 1. The slower operation is the scalar multiplication, which is the most computationally expensive (execution time of
15 ms and memory (300 KB), and energy (80 mJ) consumption). In contrast, the computational cost of point addition is
insignificant with respect to it, having an execution time of just 2.5 ms, memory usage of 100 KB, and energy consumption
of 20 mJ. The individual values for small scalar multiplication differ slightly (exec time: 5-7 ms, mem.: 200 KB, energy: 30—
40 mJ), which suggests that it is a middle-performance calculation. This table highlights the different resource requirements
for these operations, which is important for optimizing how cryptography is implemented for power-constrained devices.

Table 1.
Summary of results for basic operations.
Operation Execution Memory Energy Consumption
Time (ms) Usage (KB) (mJ)
Scalar Multiplication 15.0 300 80.0
Point Addition 2.5 100 20.0
Small Scalar Multiplication 5-7 200 3040

4.2. Results for Higher-Level Cryptographic Operations
We studied the higher-level operations: encryption, decryption, signature generation, signature verification, and key
exchange for practical implementation in secure communication protocols.
Encryption and Decryption:
e Execution Time: Encrypted in 12 ms, Decrypted in avg 10 ms.
e Memory Usage: 320 KB for both operations.
e Energy: The energy consumption was moderate as the required energy for encryption and decryption was 60 mJ and
50 mJ, respectively.
Insights: These operations are efficient for real-time applications with limited resources.
4.2.1. Signature Generation and Validation
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o Performance: Signature Generation took around 14 ms versus signature verification at around 18 ms due to additional
scalar multiplications.
e Memory Usage: Both operations used about 350 KB.
e Energy Consumption: consuming 70 mJ and 90 mJ for signature generation and verification, respectively.
Insights: Signature verification is costly and needs to be efficient where possible.

4.2.2. Key Exchange (ECDH)
e Execution Time: The most resource-consuming operation was key exchange, which took an average of 25 ms to
complete.
e Memory: 400 KB because of the multiple scalar multiplications.
e Energy Consumption: The energy usage reached a high with a peak of (120 mJ), hence suitable for less frequent
operations.
Insights: Key exchange works for initial setup, but is untenable for ongoing usage in resource-constrained environments.
The performance relating to higher-level cryptographic operations is summarized in Table 2 in terms of execution time,
memory, and energy consumption. The operation that takes the most resources is key exchange (ECDH): it takes 25 ms to
execute, uses 400 KB of memory, and consumes 120 mJ of energy. On the other hand, decryption shows the least
consumption, as well as the least execution time of 10 ms, 320 KB of memory, and 50 mJ energy, among the listed tasks. It
is also worth noting that signature verification requires the longest execution time among signing operations (18 ms) and
more energy consumption (90 mJ) than signature generation. The findings are key towards devising with energy-efficient
cryptographic measures for secure communication systems.

Table 2.
Summary of results for higher-level operations.
Operation Execution Time (ms) | Memory Usage (KB) Energy Consumption (mJ)
Encryption 12.0 320 60.0
Decryption 10.0 320 50.0
Signature Generation 14.0 350 70.0
Signature Verification 18.0 350 90.0
Key Exchange (ECDH) 25.0 400 120.0

(Below are the analyses of execution time (Figure 1), memory usage (Figure 2), and energy consumption (Figure 3) that
show that the most resource-consuming cryptographic actions are the key exchange and the signature verification. In contrast,
simple operations such as point addition and small scalar multiplication can be used for low-resource environments, which
have very small requirements.

The execution time for the different operations registers disparate numbers as can be seen from Figure 1. Among all the
functionalities, key exchange has the longest execution time at 25 ms, whilst signature verification and scalar multiplication
takes 18 ms and 15 ms respectively. The fastest operation is point addition, completing in 2.5 ms. These results show that
advanced cryptographic operations (in particular, key exchange and signature verification) are computationally much more
expensive than basic operations.

As shown in Figure 2, maximum memory usage is reached for key exchange at 400 KB, while signature generation
requires 350 KB and signature verification 350 KB.
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Execution Time by Operation.
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Small point addition (100 KB) and small scalar multiplication (200 KB) require less memory. This illustrates that
memory-centric operations such as key exchange and signature verification will be a challenge for memory-constrained
devices.

As shown in Figure 3, the energy consumption is maximum for the key exchange (120 mJ) operation, followed by
signature verification (90 mJ) and scalar multiplication (80 mJ). Point addition: The least energy-consuming basic operation
(20 mJ). The results confirm the significance of energy optimality of the cryptographic algorithms, especially in the case of
battery-operated or energy-constrained devices.

5. Insights and Implications

In terms of performance, the reported ECC operations showcase their computational costs, including the time taken and
the number of field operations involved. The analysis of performance metrics such as execution time, memory usage, and
energy consumption highlight important trends and implications for the optimization of ECC-based cryptographic systems.

5.1. Optimization Opportunities
o Ineffective process: Scalar multiplication, a requirement for implementation in ECC, remains the most demanding
operation in terms of computation and energy consumption. Optimizing it can yield significant speed gains in all

upper-level actions (encryption, decryption, key exchange, etc.). Algorithms such as Montgomery multiplication or
precomputed tables can be used.

Memory Usage by Operation
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Memory Usage by Operation.

To reduce the number of iterations until a scalar multiplication is more effective and resource-efficient.

o Efficient Elliptic Curve Selection The effectiveness of elliptic curves greatly influences the efficiency of ECC.
Choosing curves geared for constrained environments, like Montgomery or Edwards curves, can be used to reduce
computational overhead without compromising security standards.

o Hardware Acceleration: Operations such as scalar multiplication are one of the more expensive parts of the signature
generation. This method is important for platforms that support hardware-based security modules.

5.2. Feasibility of ECC Operations

e Lightweight Operations: The key addition and small scalar multiplication exhibited small execution time, memory
usage, and energy consumption. Because of this, these operations are well-suited for lightweight authentication and
ephemeral key generation for cryptographic functionalities in 10T systems.

* Intensive Operation: Indeed, operations such as the signature verification, key exchange are very resource-intensive
but still viable for a constrained environment when you make a wise choice. A good use case for such a type of service
would be in the area of key exchange, which is more suited for one-time setup, freeing devices to save energy during
normal operations (e.g., a best practice for these devices where real-time operations aren’t that critical).
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Energy Consumption by Operation
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Energy Consumption by Operation.

5.3. Compromise between Safety and Effectiveness

Scalar Reduction: It’s a small scalar multiplication operation which is time efficient and consumes less space. This
could reduce cryptographic security a bit, so it is appropriate for low-risk applications where performance stands above
total security. « Reduce the Frequency of High-Resource Operations: For resource-constrained platforms, operations
like signature verification and key exchange need to be minimized. Protocol designs can favor lightweight encryption
and decryption for everyday activity with infrequently expensive operations in initialization or exceptional events.

5.4. Applications and Use Cases

10T Devices: ECC operations excel in low-power scenarios and offer efficient encryption, decryption, and lightweight
key generation, making them ideal for integration into resource-constrained Internet of Things (I0T) devices. ECC’s
small key sizes and strong security characteristics can also help benefit these devices.

Secure Communication: ECC-based encryption and signature verification have extensive uses in authentication and
secure message exchanges in use cases like remote healthcare patient monitoring systems or industrial control
networks.

Blockchain and Smart Contracts: ECC is useful for validating transactions in blockchain networks, which require
minimal computational resources due to the need for maximum security.

5.5. Future Direction

The goal is to improve the efficiency, adaptability, and security of ECC, so that it can be used widely in constrained and

emergent environments.

Algorithmic Optimization: Think about the faster algorithms used at which point scalar multiplication and point
addition, such as precomputation of techniques or optimized elliptic curve representations (e.g., Montgomery and
Edwards). They could identify any such improvements in implementations that may often have a significant effect on
both execution times and energy consumption for operations like key agreement;

Hardware Acceleration: It explores the use of cryptographic accelerators, GPUs, or secure hardware modules as a way
to better run resource-intensive tasks such as scalar multiplication; thereby making it possible for platforms with
limited computational power to run ECC calculations.

Lightweight ECC Libraries: We need to lay out and run experiments for specialized cryptographic libraries designed
especially for limited hardware platforms such as Raspberry Pi. A key requirement of these libraries will be that they
use less memory and consume less energy but do not compromise security in any way.

Adaptive Cryptographic Protocols: In the future, the idea is to develop dynamic protocols which adapt themselves to
user needs; oversee communication resource consumption based on the available computational capacity of the device.
For instance, depending on system load and battery status, one might switch between lightweight and normal ECC
operations.

Post-Quantum Integration: And research how to incorporate ECC into post-quantum cryptography methods capable
of thwarting future quantum-computing threats. For example, hybrid models that take advantage of efficiency strengths
might combine performance concerns related to ECC with the robustness ensured by cryptographic primitives in post-
quantum.

Secure Multi-Party Computation: In multi-party computation protocols that use ECC for tasks like joint encryption,
key generation or the ability to vote in secret, spread its applied use more widely and adapt it to work in distributed
systems better.
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e loT-Specific ECC Applications: Build ECC protocols designed to suit 10T ecosystems, particularly on a light / low
power basis. Secure and smooth-running firmware updates are also among the issues such an approach must address.

* Benchmarking Across Platforms: Further benchmarking studies, such as those at play over here, are about putting the
results into action on other limited platforms like microcontrollers or older-generation 10T devices. These studies aim
to assess how well ECC works in varied environments.

e Energy-Efficient Designs: It analyzes cutting-edge cryptography for designs aware of energy consumption and the
prime focus is to build low-power cryptographic systems. This may involve algorithms that save energy, or energy-
saving modes, for example, during periods of idle operations.

¢ Standardized Metrics and Tools: In keeping with its principle of promoting standards, NIST should develop a series
of yardsticks and tools for benchmarking ECC operations. These will help both researchers and developers to measure
cryptographic behavior across platforms and implementations in a consistent manner.

6. Conclusion

In this study, ECC on the Raspberry Pi platform was feasible and effective for resource-constrained environments such
as 10T, healthcare, and industrial systems. Comprehensively benchmarking both basic cryptographic operations (scalar
multiplication, point addition) and higher-level tasks, not price comparison shopping nor its affiliate links to other websites
listed on his personal weblog, the study provides a comprehensive database for ECC’s computational demands and resource
usage.

Results showed that light operations such as point addition and small scalar multiplication are computationally efficient
and appropriate for real-time applications. However, tasks requiring more resources, such as key exchanges or signature
verification, were not practicable. The analysis emphasizes scalar multiplication as the key computational bottleneck, with
hardware acceleration and algorithmic refinements recommended to improve efficiency. Moreover, trends in energy
consumption highlight the need for ECC to be optimized on battery-powered, energy-constrained devices.

This research highlights the possibility of using ECC in constrained environments, especially if there is a requirement
for the results to make clear that ECC has potential for lightweight authentication, secure communications, and key
management applications in 10T and beyond, including new emerging technologies such as augmented reality.
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