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Abstract

The purpose of this article is to critically analyze the potential and challenges associated with the use of GenAl (generative
artificial intelligence) in the automated verification and formation of students' programming knowledge assessments. In
terms of methodology, this study employs a mixed approach: analyzing the functionality of popular generative models and
platforms for competitive programming (Codeforces, LeetCode, HackerRank), as well as comparing their applicability to
various task formats and types of knowledge (syntactic, semantic, logical). The possibilities of such systems in providing
adaptive feedback, automating routine checks, and supporting individualized training are considered. It was revealed that,
despite advantages such as scalability, interactivity, and the ability to generate contextually relevant content, there are
significant limitations, including risks of incorrect assessment, vulnerability to model deception, lack of pedagogical
interpretation of results, and potential dependence of students on Al assistance. In conclusion, the need to develop
regulatory, pedagogical, and technical frameworks that ensure the ethical and responsible application of GenAl in
programming knowledge assessment systems is emphasized.
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1. Introduction

In the digital age, programming training at the university plays an important role in the formation of students'
professional skills, ensuring their competitiveness in the labor market, and contributes to the development of innovative
technologies. Programming training at a university should take into account modern trends in the IT industry, as well as
combine theoretical knowledge with practical skills. Programming is a complex area, the development of which requires
systematic efforts, a special technique, and the development of various skills. Therefore, it is necessary to develop more
comprehensive, effective, and universal educational and methodological tools for teaching and controlling students'
programming knowledge [1].

With the development of information technology and the advent of online platforms, the process of teaching and
testing students' programming knowledge has changed significantly. Modern Codeforces, LeetCode, HackerRank, and
other platforms for competitive programming not only help students develop their skills but also provide opportunities to
apply them by solving problems and participating in competitions. Automated assessment on online platforms often
emphasizes functional correctness, neglecting other important aspects such as code quality and style. This limited feedback
may prevent students from understanding and mastering programming concepts, thereby reducing the overall educational
value of the learning experience [2]. Students have difficulty interpreting error messages, leading to repeated errors in
submissions for automated validation on a platform with programming tasks. In addition, the lack of distinction between
student and tester code errors complicates understanding, affecting learning outcomes and overall performance when
evaluating programming [3].

Despite these challenges, the potential for automated assessment systems to improve the learning process remains
significant, especially as technology continues to evolve and address these challenges.

The integration of GenAl into online learning and programming knowledge assessment presents significant potential.
GenAl can provide individual feedback and resources, enhancing the process of personalized learning and monitoring
students' programming knowledge [4]. Students use GenAl tools to create code and explanations, optimizing the learning
process and enhancing programming knowledge. Additionally, GenAl enables educators to effectively support large groups
of students by offering ideas that were previously unattainable [5].

The teaching practices of the authors of the article on programming at universities demonstrate that GenAl has an
increasing impact on assessment processes and learning outcomes, which are interconnected.

The aim of this study is to analyze various online platforms with programming tasks and the impact of GenAl on
methods for monitoring and evaluating students' knowledge, and to develop recommendations for improving these methods
based on existing approaches.

Based on the goal, the following research questions are posed:

1. What methods of automated knowledge assessment are used on online programming platforms, and how can GenAl
improve them?

2. What challenges do online platforms face when implementing GenAl to control knowledge, and how can risks be
minimized?

3. How can online platforms use GenAl to personalize learning and increase the effectiveness of knowledge testing?

2. Materials and Methods

Traditional methods for assessing students' programming knowledge include various approaches such as tests, projects,
verbal surveys, and competitive assignments. These methods are essential in both traditional and online educational
settings, often adapted to enhance learning outcomes. Test tasks evaluate students' theoretical knowledge and programming
skills, considering their level of training. They offer a structured way to assess understanding of programming concepts and
principles [6]. Project assignments enable students to apply their knowledge to practical scenarios by developing problem-
solving and project management skills. They are effective in assessing programming skills [7, 8]. Oral surveys can improve
their critical thinking and communication skills required by programming professionals [9]. Competitive assignments
encourage innovation and collaboration, motivating students to apply their skills in real-world settings, which is vital for
their professional development [8].

Despite the steady spread of traditional methods, much attention is paid to the integration of technology into
knowledge control processes, which contributes to the development of more personalized and effective mechanisms for
controlling programming knowledge. This demonstrates the transformation of the educational environment, in which
automated systems become an integral addition to classical approaches. For example, Learning Management Systems
(LMS), online courses, online tutoring platforms, and adaptive learning platforms allow you to personalize and adapt
content and activities to the individual needs of students. They can offer individualized learning trajectories, adaptive
content, and individualized delivery of learning materials [10].

Note that the format of online platforms with programming tasks and algorithms such as Codeforces, LeetCode,
HackerRank, and others plays an important role in teaching programming. They provide a structured environment for
learning and practicing programming skills. These platforms also offer many features that consider various aspects of
learning, from problem solving to gamification and content integration.

Codeforces' online platform infrastructure supports the entire learning process, from task creation to competition,
making it a valuable tool for educators [11]. The integration of Codeforces into educational programs enhances student
engagement and achievement, particularly in programming courses [12]. The lack of personalized feedback in some of its
functions may complicate the learning process for students who require more guidance [13].
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The online platform with programming tasks LeetCode has attracted attention for its role in assessing the capabilities
of artificial intelligence models in solving programming problems. Studies have shown that models such as GPT-4 can
solve problems with high accuracy on medium-level LeetCode, although their performance may fluctuate with subsequent
attempts [14]. This platform is often used to evaluate LLM performance, and studies show that these models can generate
efficient and correct code [15]. The integration of Al tools with LeetCode has also improved the learning experience for
students (LeetCode Al Chrome extension). The research further examined the use of HackerRank as a tool for evaluating
artificial intelligence models. For example, the Codex model demonstrated uniqueness in solving problems in Python on
HackerRank, achieving 96% success in settings with zero attempts and 100% in settings with multiple attempts [16].

Table 1 presents a comparative analysis of online platforms with programming tasks and algorithms. It should be noted
that the platforms under consideration for competitive programming, due to algorithmic tasks of varying complexity,
contribute to the development of practical programming skills and stimulate independent learning through the possibility of
choosing an individual set of tasks and participating in competitions. However, they do not have the function of adaptive

learning.

Table 1.

Comparative analysis of online platforms Code forces, Leet Code, Hacker Rank.

Platform

Advantages

Participation of expert teachers

Codeforces

Monitors the progress of training and compares the
results of students. Regularly holds contests
("rounds"™), providing students with the
opportunity to improve their programming skills in
real time. It is aimed at a wide audience and offers
level-appropriate tasks. The platform database
contains more than 5,000 tasks covering various
topics in the field of programming. An active
learning community promotes sharing experiences,
discussing solutions, and collaborative learning.

Personalization of learning plays an important role in
learning programming. For beginners, the choice of
suitable tasks can be difficult, so the teacher selects
tasks corresponding to the student's level of training.
Complex tasks require additional explanations that
can be given in training sessions. Formative
knowledge control helps to timely identify the
discrepancy between the complexity of tasks and the
level of training of the student, which contributes to
the adjustment of training and reduces the likelihood
of difficulties in the decision process. The teacher
coordinates the educational process, analyzing the
content of tasks and selecting additional educational
materials. Interaction with the teacher ensures the
adaptation of tasks taking into account the individual
characteristics and level of training of each student.

LeetCode

The platform covers a wide range of topics,
including both basic data structures and complex
algorithmic  concepts such as  dynamic
programming, graphs, search, and sorting
algorithms. Users are given a choice between free
access and a paid subscription, which unlocks
additional features, including exclusive tasks and
detailed analysis of solutions. Additionally, the
platform offers videos and articles to help users
better understand how to solve problems. Regular
contests and a rating system provide users with
opportunities to compare their results, develop
professional skills, and participate in a competitive
environment.

The teacher plays an important role in
complementing learning, directing students to
perform specific tasks to better master certain topics.
Analysis of successful solutions and discussion of
strategies contribute to the formation of logic for
solving problems and the development of analytical
thinking among students. In addition, the instructor
helps compensate for the limited focus of the
training by expanding the study of topics beyond
interview preparation, including the analysis of
architectural solutions and a deeper understanding of
complex concepts.

HackerRank

A programming learning platform offering a wide
range of categories including algorithms, data
structures, databases, artificial intelligence, and
other areas. Focused on interview preparation, it
provides tasks that mimic real-world interviews at
top companies like Google and Facebook. Flexible
task formats and support for multiple
programming languages allow users to choose the
most convenient language for solving problems.
Regular competitions and an active community
contribute to the exchange of experience and
increased motivation. The rating and statistics
system helps to track progress and achieved
results.

Teaching support on the HackerRank platform
promotes effective learning by combining practical
tasks with theoretical material to better understand
concepts. The teacher can optimize the complexity
of tasks by selecting more complex tasks for
experienced students or analyzing them in class. The
use of ratings and statistics allows for adjusting the
individual learning trajectory, taking into account the
progress and characteristics of each student.
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In the context of the development of online education, platforms are effective tools for controlling programming
knowledge, but they are not able to replace the role of a teacher. Interaction with the instructor is necessary to personalize
training, adapt tasks, analyze errors, and explain complex concepts. The active participation of the teacher provides a
deeper understanding of the material and the adjustment of the learning trajectory, especially when working with difficult
tasks.

The functionality of online platforms for teaching programming has significantly improved educational techniques and
student engagement. Educational platforms provide interactive environments that facilitate real-time feedback, critical
thinking, and personalized learning experiences as needed to master programming concepts. Virtual laboratory platforms
(VLPs) significantly improve programming skills compared to traditional methods, contributing to a better understanding
of logic, syntax, and code structure [17].

Multifunctional platforms support a wide range of programming disciplines, providing students with the opportunity to
study using task-oriented approaches and various coding tools [18].

One of the functionals of the platform is the assessment of the work of students, which provides feedback [19].
Knowledge control mechanisms monitor student progress and generate reports, facilitating personalized learning [10].

Some platforms include tools for analyzing the spatiotemporal complexity of algorithms, helping students understand
the effectiveness of their code [20].

Most of the platforms reviewed include functions such as formal assessments and certification upon course
completion, confirming the skills acquired by students [21]. There are also functions with elements of gamification,
performance analytics, and access to the global learning community, which increase engagement and motivation [22].

Thus, the functionality of online platforms for teaching programming can include: assessment of programming
knowledge - automatic verification of the code for correctness, optimality, and compliance with the requirements of the
task; evaluation types - checking the level of material development using tests, tasks, and quizzes; coding assistance - built-
in hints, code completion, access to documentation; support for many programming languages - Python, Java, C++,
JavaScript, etc.; flexibility and multitasking - the ability to work on multiple projects, integration with external tools;
coding workspace - built-in code editor with syntax highlighting and debugging; training levels - tasks of different
complexity and materials depending on the training level; complexity analysis - estimation of execution time and memory
usage by the algorithm; code review and optimization - automatically identifying errors and recommending performance
improvements; exercises and practice sections - interactive tasks and projects to consolidate theory; assessment and
certification - obtaining certificates after completing courses or tests; additional opportunities and functions - gamification,
social features, competitions, and team projects; support and training - reference documentation, video manuals, and
technical support.

Based on the functionality identified, an analysis of online programming learning platforms was performed (Figure 1).

Features and additional functions |
Support and training

Platform multitasking f

Variety of languages

Coding help available f

Code review and optimization f

Knowledge control |

Features

Coding workspace |

Programming assessments
Exercises and practical sections |
Adaptation by levels of education f
Assessment and certification |

Spacetime Complexity Analysis |

0 10 20 30 a0 50 60 70 80
Number of platforms

Figure 1.
Functionality of online platforms for programming training.

Analysis of the presented functionality of online platforms Figure 1 shows that knowledge control is widely
represented but inferior to leading capabilities. Encoding assistance is common, but not all systems have active prompts.
Code validation and optimization are common but not key for all platforms. At the same time, the assessment of
programming knowledge is present in a significant number of platforms, which confirms its importance in the educational
process.
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Analyzing the methodology of knowledge control in online programming platforms (LeetCode, Codeforces,
HackerRank), the following key aspects were identified: types of knowledge control, assessment criteria, task complexity
levels, additional features, and time for checking problem solutions Figure 2.

Each platform offers different levels of complexity (from easy to difficult), which allows you to flexibly adapt the
learning process to the individual needs of students. Thus, a comparative analysis of online platforms demonstrates the
need for a differentiated approach to training and knowledge control in programming, depending on the goals and level of
student training. Understanding the features of each platform helps you choose the most suitable one for a specific purpose:
interview, competition, or training.

Comparison of online platforms

LeetCode Codeforces HackerRank

Current rating of the participant,
rating change graph, ability
assessment based on the
complexity of the tasks solved

Current rating of the participant,
number of solved problems in three
difficulty categories

Certification system, rating table,
internal currency hackos

Types of knowledge control

Correctness, efficiency,
certification

Speed, accuracy, rating of
participants

Correctness, optimality,
execution time

Evaluation criteria

) Each task is given a difficulty Easy, Medium,
Easy. Medlum of 800 to 3500 points. On Hard, Advanced
Difficult average, the tasks are of and Expert

Olympiad level

O &
O ® 0O

Task difficulty levels

: Supports multiple
W ket
rating languages
Additional Features
A few seconds
minutes Instant minutes

Time to check solutions

Figure 2.
Methodology for knowledge control in the online platforms LeetCode, Codeforces, HackerRank

Knowledge control on online platforms requires not only an analysis of the platforms' functionality but also an
assessment of the content presented. This approach enables the identification of key aspects that teachers should focus on,
even when an automated knowledge assessment system is employed. Table 2 presents the key aspects of knowledge control
in programming, as well as the role of online platforms and the teacher.
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Key Aspects of Programming Knowledge Control and the Role of Online Platforms and Instructor.

Aspects  of
Knowledge Control

Programming

Role of the online platform

Instructor role

Parsing task conditions

Automated tests check the correctness of the
answer, but do not help the student
understand the conditions.

Helps to interpret the task, explains
the key points.

Data structure selection

The platform does not analyze which data
structure was selected, but only the result.

Explains why one option is better
than another, teaches you to analyze
complexity.

Algorithm optimality

Evaluates only on a run-time basis, but does
not analyze the code itself.

Helps evaluate different approaches,
identify flaws in logic.

Debugging and Error Analysis

The automated system can indicate that the
answer is incorrect, but does not explain why

Adapting Task Complexity

Platforms give tasks of a random level of
difficulty, but do not always correctly assess a
student's training.

Explains  errors,  helps  find
weaknesses in the code.
The teacher can select tasks

corresponding to the level of the
student, adjust the difficulty.

Tasks are often divorced from real cases.

Shows how knowledge is applied in

Link to real projects

real-world development

Table 3 presents an analysis of the knowledge control methodology on online platforms.

Table 3.
Analysis of the knowledge control methodology on online platforms.

Types of control Description

Scoring metrics

Contest-Based Knowledge assessment through competitions, rating | Rating,  solution  success,
Assessment system (Codeforces, TopCoder) execution speed
Test-Based Assessment Evaluation of solutions on test data, automated testing | Percentage of correct

(LeetCode, AtCoder)

Knowledge assessment based on project execution,
code review (Coursera, Kaggle)

Interim assessment of knowledge with feedback
(Codeforces Gym, Stepik)

decisions, number of attempts
Code quality, meeting project
requirements

Learning progress, mistakes in
intermediate tasks

Project-Based
Assessment

Formative Assessment

Thus, the content analysis of programming courses allowed us to identify the strengths and weaknesses of existing
online platforms and suggest possible areas for their improvement.

To effectively control knowledge on online platforms, you need to focus on developing students' programming skills,
so you should integrate critical thinking, employment skills, and systematic content analysis into the curriculum.

Interactive and query-based learning methods are necessary to develop analytical skills and practical problem-solving
abilities [23].

A rigorous approach to online platform content analysis is necessary to ensure the reliability and validity of
educational assessments. The use of structured methodologies can improve the quality of knowledge control and align
educational outcomes with industry standards.

While focusing on skills development is vital, it is also important to recognize that traditional testing methods can still
play a role in assessing basic knowledge. Balancing both approaches can yield the best educational outcomes.

Analysis of the content of online platforms revealed how fully and effectively the system teaches students, what
aspects require adjustment, and where and how the teacher should be involved. It is important to understand what to focus
on when controlling knowledge so that the platform does not just test students but also develops their skills. Along with
this, we conclude the need to involve a teacher to adjust the programming training process. Because automated knowledge
control does not replace the analysis of solutions, discussion of alternative and individual approaches to solving the
problem. The teacher plays a key role in personalizing the task by difficulty levels, helping to analyze, adjust the training
trajectory, and adapt the training to the students.

Integrating Al into online platforms enhances the educational experience by personalizing learning, automating
assessments, and increasing engagement. The use of Al technologies such as neural networks and natural language
processing enables real-time feedback and the development of individualized learning trajectories, which are essential for
effective programming education.

Online platforms can adapt to individual learning styles by providing personalized content and recommendations based
on user performance [24]. Intelligent programming assistants can compensate for faculty shortages by offering personalized
support and real-time interaction, which promotes student motivation [25]. Neural networks automate code analysis,
provide recommendations for improvement, and offer real-time feedback, significantly enhancing the learning experience
for students and reducing teachers' review time [26]. Al is currently partially integrated into online programming platforms,
but its use is limited to automatic code checking, task selection, and ratings. In the future, there are likely to be more

162



International Journal of Innovative Research and Scientific Studies, 8(5) 2025, pages: 157-167

advanced Al assistants who will be able to explain errors, adapt training, and give personalized recommendations, which
will make the process of learning programming even more efficient Table 4.

Table 4.
Al Inspection Types.
Types of control Using Al Problems Optimization
Contest-Based Selection of rating tasks, | Does not take into account | Taking into account the
Assessment) automatic error analysis the level of training, and | individual level, adaptive
reading is possible selection of tasks
Test-Based Automatic solution | Does not evaluate code | Add Code Style Score,
Assessment validation, improvement | style, restricted validation | Enhanced Test Suites
recommendations criteria
Project-Based Feedback generation, code | Time-consuming to check, | Automated code review, using
Assessment quality analysis difficult to automate Al assessment
Formative Personalized Dependence on feedback | Flexible recommendation
Assessment recommendations, error- | quality, complexity of | system, integration with Al
based hints personalization assistants

Since programming proceeds from the task in the process of modeling network data, it is necessary to assess the level
of application of graph structures. In order to determine the skills of managing the order of processing tasks, it is necessary
to assess the ability to use stacks and queues [2]. Knowledge control on online platforms should consider the student's level
of understanding of various data structures (arrays, queues, stacks, graphs, etc.). It is important to understand how
thoroughly each structure is assessed by the platform, as well as which aspects require additional teacher intervention

Figure 3.
Topic2. .
Yes No gpltc Topic3.
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Figure 3.

Algorithm for monitoring students' programming knowledge. On the example of a topic on data structures.

This flowchart illustrates the process of monitoring students' programming knowledge using online platforms (for
example, Codeforces, LeetCode, HackerRank) with the integration of Al assistance and teacher support to ensure effective
testing of knowledge, optimize the learning process, and support students in case of difficulties.

Data entry (initial stage): This block is responsible for collecting input information: student data, previous training
history, level of training, and information that comes from the platform through a stop test or input by a teacher.

Topic selection: At this stage, the topic is determined, within which the student will solve problems. The topic is
selected based on the student's previous successes, individual level of knowledge, and educational plan.

Topic-specific subtopic refinement: after selecting a primary theme (for example, Data Structure), the Array
subcategories are refined to verify array skills, including accessing and updating elements. Stack: Checks the ability to
manage the data stack. Queue (Deque): Checks the correct use of queues and double-ended queues, etc.
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Checking the fulfillment of conditions (Condition 1): In this block, an automated check of the solution is carried out for
compliance with the specified criteria. Main criteria include: correctness of the solution, all tests are passed; code
efficiency, satisfaction of time and memory restrictions; compliance with the requirements of the task, choosing the correct
data structure and algorithm. If all conditions are met, progress is recorded in the system, the rating or points increase, and
a more complex task or a new topic is proposed. If the conditions are not met, the student is given the opportunity to use:
Al automatic error analysis, optimal solution, generation of clarifications and recommendations. With the help of a
teacher: individual consultation, analysis of complex decisions, detailed analysis of errors, and comments.

Thus, a flexible approach to knowledge control with the possibility of both automatic and teaching support. This
structure allows you to quickly respond to errors and effectively adjust the educational process. Using Al and teaching
assistance in the complex, you can achieve a higher quality of learning and prepare students for real tasks in programming.

Solutions to unique problems on the online platforms Codeforces, LeetCode, and HackerRank are analyzed. Each of
these platforms employs various methods of knowledge assessment, including automated testing, rating systems, and
competitive design formats. The levels of test tasks range from basic to advanced, allowing for training adaptation to
different user skill levels. Evaluation criteria are based on decision correctness, algorithm efficiency, and code optimality.
Verification time depends on automatic tests or manual moderation, providing operational feedback. Overall, the analysis
indicates that knowledge assessment on these platforms contributes to an objective evaluation of skills and enhances the
quality of programming training.

3. Results

Implementing GenAl on online platforms to control knowledge presents a number of challenges, most notably the
spread of misleading information, student engagement, and maintaining critical thinking. Addressing these challenges
requires a multifaceted approach to minimize associated risks.

GenAl can create highly convincing but false content, leading to the spread of misinformation. Platforms must refine
their existing moderation policies to effectively address this problem [27]. GenAl has the potential to facilitate productive
discussions; however, it can also lead to superficial interactions if not managed properly. Platforms need frameworks to
ensure that Al-generated content facilitates meaningful dialogue [28]. Over-reliance on GenAl can diminish students'
critical thinking skills, as they may depend excessively on results generated by GenAl. This necessitates the development
of GenAl systems that promote critical evaluation of information [29].

On the one hand, platforms must strengthen their content moderation rules to cover content generated by Al, treating it
in the same way as traditional malicious content [27]. The introduction of frameworks that guide the use of GenAl in
discussions may help preserve the quality of discourse and ensure that GenAl serves as a tool for engagement rather than a
substitute for human interaction [28]. The development of GenAl interfaces that encourage critical analysis and reflection
may reduce the risks of cognitive decline associated with over-reliance on GenAl tools [29].

While GenAl integration offers significant opportunities to improve knowledge management and user experience, it is
critical to remain vigilant about potential pitfalls. Balancing Al capabilities with human control is essential to take
advantage of it while minimizing risks [30].

GenAl enables significant improvements to online platforms through personalized learning and more effective
knowledge control. Using GenAll, it is possible to tailor the educational environment to the individual needs of learners,
thereby promoting engagement and academic performance.

GenAl can personalize learning based on individual learner outcomes and preferences, ensuring that each learner has
an individual educational experience [31]. Tools such as QuizGPT can create tests of different difficulty levels, adapting to
the learner's knowledge and skills, which improves comprehension and memorization [32].

Personalized GenAl-based assessments can maximize student motivation and engagement, enabling students to
demonstrate their knowledge more effectively [33].

GenAl can provide real-time feedback on assessments, helping students identify areas for improvement and adjust
their learning strategies accordingly [31].

GenAl facilitates the implementation of Universal Design for Learning (UDL) principles by addressing diverse
learning needs, thereby promoting inclusivity in online education. By personalizing learning materials and assessments,
GenAl can increase empathy and understanding, making learning more accessible to all students [34].

While there are numerous benefits to integrating GenAl into education, it also raises concerns about data privacy,
algorithmic bias, and the potential dehumanization of learning experiences. Balancing these challenges with the benefits of
personalized education remains critical for future developments in this area [35].

4. Discussions

The application of GenAl in controlling students' programming knowledge opens new possibilities but also presents
challenges for educators. The primary issue is the discrepancy between the capabilities of these tools and the educational
objectives of the courses, which complicates their integration into the educational process [36].

In addition, the use of GenAl complicates the objective assessment of knowledge, since students can rely on generated
solutions rather than understanding tasks on their own [37]. This also increases the risk of plagiarism; students may pass off
code created by GenAl as their own without citing the source.

Another challenge is the possible bias of GenAl algorithms, which can lead to unequal learning conditions [37].
Faculty also note that overuse of GenAl may reduce the level of critical thinking and self-reliance in students [38]
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However, with proper application, GenAl can be a valuable learning aid. It is able to provide personalized feedback
and increase student engagement. By finding a balance between traditional methods and GenAl technologies, you can
minimize risks and effectively utilize its advantages.

The use of GenAl in programming assignments presents a number of challenges for students. According to surveys,
48.5% of students regularly use GenAl for homework, which leads to excessive dependence on technology [39]. This
practice can impede the development of fundamental skills in solving algorithmic problems, causing difficulties at more
advanced stages of training, which in pedagogical literature is referred to as the "junior course wall" [39].

Despite the high potential of models such as GPT-4, they remain prone to errors in various scenarios, which can
mislead students and contribute to uncritical decision-making [40]. In addition, the quality of the generated code varies,
which increases the likelihood of errors that students may not recognize or understand [41].

The availability of automated solutions reduces students' motivation to study programming concepts deeply, which
negatively affects the development of the discipline [42]. Thus, educators need to develop strategies to integrate GenAl into
the educational process while maintaining the development of critical thinking and practical coding skills [42].

Let's consider the problems that students face when solving programming problems using GenAl. While GenAl can
help create code and provide explanations, it can also lead to superficial learning and cognitive dissonance among aspiring
programmers. Many novice programmers do not have metacognitive strategies, which can be exacerbated by the use of
GenAl. Students may find it difficult to comprehend how their dependence on Al affects their problem-solving abilities
[43]. Struggling students often experience the illusion of competence, believing that they understand the material better
than they actually do, which may interfere with their learning process [43].

Over-reliance on GenAl may reduce students' autonomy and critical thinking skills, as they may become dependent on
Al for solutions rather than developing their own problem-solving strategies [44].

The need for human control is critical, as students cannot always recognize the accuracy of Al-generated content,
leading to potential misinformation [45].

Effective collaboration with GenAl requires students to develop communication strategies, which can be difficult for
those unfamiliar with Al tools. Individual differences in learning styles may further complicate this collaboration [46].

In contrast, some trainees may find that GenAl improves their learning experience by providing immediate feedback
and support, suggesting that the impact of GenAl is not uniquely negative. Balancing Al assistance with traditional
teaching methods can produce the best outcomes for students.

4. Conclusion

In conclusion, we note that the competent use of GenAl in teaching programming can become an effective tool for
personalized learning, providing immediate feedback and adaptive teaching methods, which in turn contribute to improving
the quality of the educational process.

However, it should be noted that using GenAl for programming assignments presents a number of difficulties for
students, especially in terms of metacognitive awareness, critical thinking, and reliance on technology.

The analysis shows that without transparent criteria, the use of GenAl can lead to incorrect results. In addition, built-in
algorithmic biases in Al models are possible. If students use Al as a problem solver, then algorithmic thinking and
programming skills in students could be adversely affected.

GenAl should be used as a tool to accompany and provide feedback, serving as a substitute for reflection and critical
analysis. It should be integrated into learning didactics to individualize instruction, analyze errors, and adjust the learning
trajectory. Al-integrated systems must guarantee the protection of students' personal data and their work, providing
mechanisms to distinguish independent work from generated work. These systems must be sustainable and compatible with
existing educational platforms.

Thus, in order to eliminate the risk of substitution of real automation training, the risk of loss of confidence in the
control and assessment system, and the risk of ethical violations, it is necessary to create regulatory, pedagogical, and
technical frameworks that ensure the ethical and reasonable application of GenAl in programming knowledge control
systems.
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