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Abstract

This study investigates the cryptographic robustness of the RSA algorithm by applying machine learning techniques to
assess its vulnerability, particularly in the context of modulus factorization, where n=pxq. The primary goal was to enhance
the generation of random numbers within RSA systems to reduce the feasibility of factorization-based attacks. Four
machine learning models were examined: Random Forest Classifier, Decision Tree, XGBoost, and a Sequential Model
(neural network). These models were trained and evaluated using data relevant to RSA key generation and threat detection
scenarios. A comparative performance analysis was conducted based on key classification metrics, including accuracy,
precision, recall, F1-score, and ROC AUC. The Random Forest Classifier demonstrated superior overall performance,
offering balanced detection across classes and high generalization capability. In contrast, the Sequential Model, despite
high accuracy on paper, failed to identify minority class instances, limiting its reliability. The results suggest that
integrating artificial intelligence, particularly ensemble learning methods, into cryptographic systems can improve the
security of RSA against classical threats such as factorization. These findings highlight the potential of machine learning to
support future developments in adaptive and intelligent cryptographic defense mechanisms.
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1. Introduction

The continuous evolution of cryptographic attacks necessitates the exploration of new approaches to evaluating the
security of cryptographic algorithms. Traditional methods for assessing the security of RSA are primarily based on
mathematical assumptions regarding its robustness, such as the difficulty of integer factorization and modular
exponentiation. However, recent advancements in artificial intelligence (Al) offer new opportunities to analyze
cryptographic resilience using data-driven methods.

Machine learning models, particularly Random Forest Classifier, XGBoost, Decision Tree, and Sequential Model,
offer promising approaches for assessing RSA security. The Random Forest classifier is employed to categorize RSA key
vulnerabilities based on various parameters, such as key length, prime number properties, and side-channel leakage
patterns.

This model's ability to process structured tabular data makes it well-suited for identifying patterns in cryptographic
weaknesses.

XGBoost, an advanced implementation of gradient boosting, demonstrates high accuracy in analyzing RSA
cryptographic parameters due to its staged training of weak learners and efficient handling of previous iteration errors.

Its ability to manage missing values, regulate overfitting, and account for feature importance makes XGBoost
particularly effective for detecting vulnerabilities in large and diverse datasets. However, the model’s high complexity can
make the interpretation of results more challenging compared to simpler algorithms.

The Decision Tree model analyzes RSA cryptographic parameters by constructing an interpretable decision tree, where
each branch represents a step in the decision-making process. Due to its transparency, the model enables the identification
of key features that influence the algorithm’s cryptographic strength.

The Sequential Model, based on a neural network architecture, analyzes complex nonlinear relationships between
cryptographic parameters and potential indicators of attack success. By learning from large datasets containing RSA key
structures and attack outcomes, it can uncover hidden vulnerabilities that may not be apparent through traditional
cryptanalysis methods.

The Random Forest Classifier is an ensemble machine learning method that builds multiple decision trees and
aggregates their predictions to improve model accuracy and robustness. In the context of analyzing the cryptographic
strength of the RSA algorithm, Random Forest effectively identifies statistical patterns between key parameters and attack
outcomes. By leveraging a large number of training samples, the method can determine the most influential features
affecting the likelihood of cryptosystem compromise, thereby enhancing the capabilities of predictive cryptanalysis
compared to traditional approaches.

Assessing the cryptographic strength of RSA using artificial intelligence methods offers a modern perspective on
security evaluation. This study explores the applicability of machine learning techniques for predicting RSA vulnerabilities,
compares their effectiveness with traditional cryptanalysis, and identifies key factors influencing RSA resilience. The
integration of artificial intelligence into cryptanalysis has the potential to enhance proactive security measures, ensuring the
robustness of cryptographic systems against emerging threats.

The aim of this study is to assess the cryptographic resilience of the RSA algorithm using machine learning methods.
In this context, resilience refers to the algorithm’s ability to maintain robustness across various parameter configurations
that may be potentially vulnerable to attacks. The analysis is based on the predictive capabilities of machine learning
models in estimating the likelihood of a successful attack depending on the characteristics of cryptographic keys. The study
examines and compares four popular models: Random Forest Classifier, XGBoost, Decision Tree, and Sequential Model.

The use of the Random Forest Classifier for analyzing and identifying hidden patterns in RSA key structures is
expected to achieve high accuracy in classifying potentially vulnerable keys. Owing to its ability to efficiently handle
heterogeneous data and account for complex feature interactions, the algorithm demonstrates stable and balanced
performance even in the presence of class imbalance within the dataset.

1.1. Problem Statement

The rapid advancement of artificial intelligence and its application across various domains, including cybersecurity,
has opened new avenues for analyzing the security of cryptographic algorithms. However, despite the growing use of Al in
cryptographic research, there remains a lack of studies specifically focused on evaluating the cryptographic resilience of the
RSA algorithm using Al-driven methods. Traditional approaches to RSA security analysis are primarily based on
mathematical cryptanalysis techniques, such as integer factorization and lattice-based attacks. While these methods have
proven effective, they may fall short in addressing emerging threats posed by advances in artificial intelligence and
quantum computing.

This study aims to bridge the gap by developing and implementing an artificial intelligence—based methodology for
evaluating the security of the RSA cryptosystem. The research focuses on identifying potential vulnerabilities using
machine learning and neural networks, and comparing the effectiveness of Al-driven analysis with that of traditional
cryptographic methods. By integrating artificial intelligence into cryptanalysis, the authors seek to determine whether Al-
based techniques can offer a new perspective on RSA security and contribute to the development of more robust
cryptographic protection.

The RSA algorithm is one of the most popular asymmetric encryption methods and is widely used to ensure security in
modern information systems. It is based on the difficulty of factoring large numbers, which makes it cryptographically
secure when using the appropriate keys. However, with the development of computing technologies, in particular Al, new
approaches to analyzing the cryptographic strength of RSA appear. The RSA algorithm was proposed in Rivest et al. [1]. It
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uses a pair of keys: a public one for encrypting data and a private one for decrypting it. The key idea is that the algorithm is
based on the difficulty of factoring the product of two large prime numbers. Let n = p X n, where p and q are two large
prime numbers, and n is the modulus for encryption and decryption operations [2].

The article Zhang et al. [3] shows that with the development of computing technology and mathematical methods, as
well as quantum computing and repetition, you may face new challenges. This increases the need to study its cryptographic
strength and develop new approaches to prevent possible attacks. In Biswas and Das [4], modern algorithms, as they are a
method of estimating the world field (NFS), have significantly improved the efficiency of corporatization. This makes
existing keys vulnerable to potential quantum threats. In some cases, a weak implementation of RSA, including the use of
identical modules for different users or low-security parameters, can lead to successful attacks. In the research Wang et al.
[5] devoted to cryptographic algorithms, two popular algorithms are considered in detail: symmetric encryption,
asymmetric encryption, and the AES and RSA algorithms. The author of the study analyzes the design of these algorithms,
their vulnerabilities, and production characteristics. As part of the work Disanayaka et al. [6] tests are conducted to evaluate
the encryption of time, processor, and memory usage under various conditions, which may be useful for a deeper analysis
of the cryptographic stability of the ASR algorithm using the artificial encryption method. The work Barker [7] indicates
that Russia remains one of the few countries using mathematical modeling methods that are universal for business,
indicative of cryptographic strength and the ability to adapt to new challenges. Its application covers many areas, from
financial data protection and authentication to the implementation of low-level systems such as Internet of Things devices.

In the article Wang and Zhang [8] It is possible to hack the RSA server using business trips, demonstrating that such
shift commands of the system can ensure the security of South Africa. The researchers Rivest et al. [1] present improved
algorithms for factoring large numbers, which can reduce the security of RSA with shorter key lengths.

In Okumus and Celik [9] the implementation of the algorithm in low-level DSA systems is considered, taking into
account resource constraints and ensuring the necessary level of information protection.

The paper Kiratsata and Panchal [10] provides a method for protecting the data of the Regional State Administration
from attacks using additional channels. Improvements are proposed for implementing masked ASR, which make it difficult
to extract the private key by analyzing the physical characteristics of the algorithm execution, such as execution time or
power consumption.

The article Jain and Gupta [11] shows how the use of homomorphic encryption with the algorithms of OGA and
Paillier can increase the cryptographic strength of algorithms used to protect data in the learning process of machine
learning models. This helps to improve the security of the RSA algorithm while minimizing the risks of information leaks
and attacks on the confidentiality of data processed in cloud systems.

The paper Rivest et al. [1] shows that CSAs can be susceptible to various types of attacks, such as side-channel attacks,
selective vulnerabilities, and, in the future, attacks using quantum algorithms, which leads to the need to constantly update
algorithm security recommendations. In traditional OGA security threats, an important aspect is the use of keys that are too
small or weak. The article shows Zhang and Lee [12] that to ensure the reliability of the algorithm, the minimum key length
should be 2048 bits. This requirement is confirmed by numerous studies that show that factorization of numbers with
shorter-length keys can be performed using the computing power currently available. Increasing the key length to 2048 bits
makes factorization much more difficult and practically impossible using classical computational methods [13].

Despite the growing interest in the use of artificial intelligence to solve cryptographic problems, direct research
specifically aimed at assessing the cryptographic strength of RSA using artificial methods is insufficient. Existing research
mainly focuses on cryptanalysis using artificial intelligence in a general sense but does not provide a systematic
methodology for evaluating RSA security using machine learning or neural networks.

Traditional cryptanalytic approaches, such as factorization-based attacks and mathematical reliability assumptions,
have been thoroughly studied, but may prove ineffective in adapting to evolving computational paradigms, such as
quantum computing and artificial intelligence attacks. The lack of comparative studies between artificial intelligence-based
methods and classical methods leaves a gap in understanding whether artificial intelligence can provide a meaningful
advantage in evaluating and improving RSA security.

2. Materials and Methods

More recently, Al methods have begun to develop for analyzing the cryptographic strength of algorithms, including
RSA. Research in the field of machine learning shows that Al is being used to automatically identify vulnerabilities in
cryptographic algorithms. Using deep learning approaches, it is possible to predict possible attacks and develop new
methods of protection that will be much more effective than traditional methods. These methods are useful for predicting
possible attacks and assessing the vulnerability of RSA in new conditions. The RSA algorithm remains the main element of
the cryptographic infrastructure, but its cryptographic strength is increasingly threatened by the development of
technologies such as quantum computing. Increasing the key length, using hybrid systems, and protecting against side-
channel attacks are the main measures to maintain security. At the same time, new research, including in the field of
artificial intelligence, opens up new opportunities for analyzing and improving the security of encryption algorithms.

The article discusses the cryptographic strength of RSA, which is determined by the time and computing resources
required to successfully attack the cryptosystem. An example of calculating cryptographic stability is an estimate of the
time required to factorize the modulus n=p*q, where p and g are large prime numbers.

Selection of criteria for evaluating cryptographic strength:

The article discusses several key criteria for evaluating the cryptographic strength of the RSA algorithm:

The complexity of factorization, which is a traditional cryptanalysis method that determines the strength of the RSA
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algorithm against attacks based on modulus decomposition into prime factors.

Machine learning methods are a promising direction in cryptanalysis, which makes it possible to identify hidden
patterns in the structure of keys and predict possible vulnerabilities.

A comparison of cryptographic strength assessment methods is presented in Table 1, which discusses its main
characteristics, advantages, and limitations in the context of RSA security analysis.

Table 1.

Comparison of methods for evaluating the cryptographic strength of the RSA algorithm.
The method of analysis Main advantages The main disadvantages
Factorization analysis A proven classical approach Depends on the power of the computers
Machine learning Able to identify new vulnerabilities Requires a lot of data for training

The selected criteria provide a comprehensive analysis of RSA security, as they:

e Allow a comparison between classical and artificial cryptanalysis methods.

e Provide a quantitative and qualitative assessment of the level of protection of the cryptosystem.

There are other approaches to cryptographic strength analysis, for example:

e  Statistical analysis of randomness - used to assess the quality of key generation, but does not provide a complete
picture of their vulnerability;

e Entropy measurements are useful for analyzing resistance to attacks on key predictability but are less effective for
factorization attacks.

e  Security analysis of protocols using RSA - considers the strength of the algorithm in real-life scenarios, but does not
always assess fundamental cryptographic strength.

These methods were not included in the main study, as they are either redundant for the context under consideration or
less relevant for comparing traditional and artificial cryptanalysis of RSA.

Thus, the choice of these criteria allows for an objective comparison of RSA cryptographic strength analysis methods,
identification of key vulnerabilities, and determination of how effective artificial cryptanalysis methods are in comparison
with classical approaches.

To assess the cryptographic strength of the RSA algorithm, let us consider factorization analysis. Factorization analysis
on RSA is related to the fundamental vulnerability of the RSA algorithm, which is the complexity of factoring the product
of two large prime numbers (modulus n).

An RSA factorization attack is an attempt by an attacker to find the prime numbers p and q that make up the modulus
n=p*q by applying factorization algorithms. If an attacker successfully performs factorization of n, he will be able to
calculate the RSA private key and decrypt all messages encrypted using the public key.

Algorithm 1: Factorization analysis (Multiplier attacks)
Inputn=2773,e=17,P =89
Function factorize_n(n):
Fori=2tosqrt(n) + 1:
Ifn%i==0:
Return i, n // i # Found factors
End If
Return None, None # Return None if no factors found
Function euler_phi(p, q):
Return (p - 1) * (q - 1) # Euler's Totient function
Function extended_gcd(a, b):
old r,r=ab
old s,s=1,0
old t,t=0,1
While r 1= 0:
quotient=old r//r
old_r, r=r, old_r - quotient * r
old_s, s =, old_s - quotient * s
old_t,t=t, old_t - quotient * t
End While
Return old_s, old_t, old_r # Return gcd and coefficients
Function mod_inverse(e, phi_n):
s, t, gcd = extended_gcd(e, phi_n)
If ged 1=1:
Output: "Inverse does not exist"
End
End If
Return s % phi_n # Modular inverse
Function rsa_attack(n, e, P):
p, q = factorize_n(n)
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If p is None or g is None:
Output: "Error: Failed to factor n"
End
End If
Output: "Factorization: p = {p}, q = {q}"
phi_n = euler_phi(p, q)
Output: "Euler's Totient: @(n) = {phi_n}"
d = mod_inverse(e, phi_n)
Output: "Secret exponent d = {d}"
C = pow(P, ¢, n)
Output: "Encrypted message C = {C}"
decrypted_message = pow(C, d, n)
Output: "Decrypted message P = {decrypted_message}"
End

Suppose we have RSA with a modulus n of length 2048 bits (256 bytes), and we want to estimate the time required to
factor it using a modern factoring algorithm, such as the number field sieve (NFS).
1. NFS Complexity: The NFS algorithm has subexponential complexity:

1 /64\1 (inn)1
Ln[§ <?>§ =exp ((c + 0(1)) * 3
2. Estimated Computational Load: For 2048-bit n:

Inn =~ 2048 - [n2 = 1420.65

2
* (Inlnn) 5), c =~ 1923

Ininn = [n1420.65 ~ 7.26.

Substitute into the formula: Time =~ exp(1.923 « 2291 4 (7.26)2/3)

3. Result: The calculation provides an approximate estimate of Ln=2112 operations. This is equivalent to: for a
supercomputer with a performance of 1018 operations per second, it will take about 2112-60~1015 seconds (more than 30
million years).

4. Transition to practice: In practice, RSA-2048 factorization is not achievable. The largest decomposed modulus is
RSA-250 (829 bits), which was accomplished in 2020 using thousands of cores over several months. For RSA with a key
length of 2048 bits, the time required for a successful attack exceeds the capabilities of modern computers. However, with
increasing computing power or the advent of quantum computers, the resistance may be reduced.

Using Atrtificial Intelligence in RSA Cryptanalysis

The Al-based cryptanalysis of the RSA algorithm involves training a neural network using known public keys and
their corresponding private keys or encrypted data. Once trained, the neural network can predict private keys or decode
encrypted messages if the public key is known.

In this paper, we predict a private key based on a public key. As discussed earlier, a neural network is used to train and
predict a private key (d) given public parameters (modulus n and public exponent €). This requires a large dataset that
includes public and private keys so that the model can uncover hidden patterns. The input data for the network is (n,e) the
public parameters. The target data for the network is d, the private key.

Also, an attack on weak keys is considered. Weak RSA keys can arise due to the predictability of some parameters or
insufficient key length. Al systems are used to analyze keys and identify weak or vulnerable keys that are susceptible to
attack. This will allow algorithms to be optimized for generating secure keys or attacking weak keys using neural networks.

Algorithm structure prediction was developed. Neural networks were trained to identify weaknesses in the RSA
algorithm itself. To find ways to reduce the complexity of finding a private key, algorithms such as "genetic cryptanalysis"
or other evolutionary methods adapted to the features of the RSA cryptosystem can be employed.

In practice, the factorization of RSA-2048 remains infeasible. The largest successfully factored RSA modulus to date
is RSA-250 (829 bits), which was achieved in 2020 using thousands of CPU cores over several months. For RSA with a
2048-bit key length, the time required for a successful attack exceeds the capabilities of current classical computing
systems. However, with the advancement of computational power or the emergence of quantum computers, this level of
resilience may be significantly reduced.

Al-based cryptanalysis of the RSA algorithm involves training a neural network using known public keys and their
corresponding private keys or encrypted data. Once trained, the neural network may be able to predict secret keys or even
decrypt ciphertexts when provided with the public key.

In this study, we aim to predict the private key based on the public key. As previously discussed, a neural network is
employed to train and predict the private key (d) given the public parameters the modulus (n) and the public exponent (e).
This approach requires a large dataset containing both public and corresponding private keys, allowing the model to learn
hidden patterns. The input to the network consists of (n, e) the public parameters while the target output is d, the private
key.

The study also considers attacks on weak keys.

Weak RSA keys may arise due to the predictability of certain parameters or insufficient key length. Al systems are
used to analyze keys and identify weak or vulnerable ones that are susceptible to attacks. This can help optimize algorithms
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for generating secure keys or facilitate targeted attacks on weak keys using neural networks.

A structural prediction algorithm was developed, and neural networks were trained to identify weak points within the
RSA algorithm itself. The goal was to explore ways to reduce the complexity of private key discovery by applying
techniques such as genetic cryptanalysis or other evolutionary methods adapted to the specific characteristics of the RSA
cryptosystem.

During the study, a synthetic dataset was generated containing 500 samples of paired RSA cryptographic keys. Each
sample included features such as the lengths of the prime numbers p and g their difference, logarithms of the modulus n,
and Euler’s totient function, ¢(n), as well as the logarithm of the public exponent e. A class label was assigned based on
conditions potentially indicating key vulnerability (e.g., a small e value or p and g being too close in value).

Feature standardization was applied for data normalization. The dataset was then randomly split into training and
testing subsets in an 80/20 ratio, with stratified sampling ensured to maintain class distribution.

Four machine learning algorithms were used for classification:

Random Forest Classifier;

XGBoost;

Decision Tree;

Neural Network (Sequential Model).
The training and testing architecture was identical for all models; the only variation lay in the choice of classifier. Tree
depth, the number of trees, and other hyperparameters were manually tuned to improve accuracy while avoiding
overfitting.

3. Results and Discussion

The analysis of RSA cryptographic resilience revealed that one of the key factors affecting the algorithm’s security is
the use of overly small or weak keys. To ensure reliability and resistance against conventional security threats, the
minimum key length should be 2048 bits. This requirement is supported by research findings demonstrating that the
factorization of shorter keys can be effectively performed using current computational capabilities (Figure 1). However,
given the anticipated advancement of quantum technologies and their associated threats, it is also recommended to consider
transitioning to cryptographic systems that are resistant to quantum attacks.

RSA Cryptographic Strength: Factorization Time vs Key Length

—e— Factorization Time

Factorization Time (in seconds)

w-H

12 16 20 24 28
Key Length (in bits)

Figure 1.
Dependence of factorization time on the size of the modulus n.

The graph illustrates the relationship between the factorization time of the RSA modulus n and key length (in bits).
The data were obtained through brute-force methods. It is evident that the factorization time grows exponentially with
increasing key length. For keys up to 16 bits in length, factorization is completed within fractions of a second. However, for
keys of 20 bits and above, the required time increases significantly, highlighting the complexity of the factorization
problem. This supports the high cryptographic resilience of RSA when using standard-length keys, such as 2048 bits.

The use of long keys makes factorization virtually infeasible with current computational capabilities.

This study conducted a comparative analysis of four popular models, Random Forest Classifier, XGBoost, Decision
Tree, and Sequential Model, to improve the quality of random number generation or cybersecurity analysis in the RSA
cryptosystem.

The evaluation of models was based on the following criteria:
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1 Accuracy in classifying vulnerabilities.

This metric reflects the model’s ability to correctly distinguish cryptographic keys with varying levels of strength
based on their parameters, directly impacting the reliability of predictions regarding potential vulnerabilities.

2. Interpretability of results.

An important aspect that facilitates understanding of the internal patterns identified by the model. High interpretability

supports the analysis of factors influencing key security and enables the formulation of well-grounded cryptanalytic
conclusions.

3 Handling of complex dependencies.
This criterion assesses the model’s capability to uncover hidden nonlinear relationships, correlations, and anomalies in

cryptographic data, which is particularly important when analyzing parameters that affect the likelihood of a successful
attack.

4, Resistance to overfitting.

This evaluates the model’s ability to maintain high accuracy when generalizing to new, previously unseen data — a
critical factor for deploying the model in real-world cryptographic scenarios.

This study conducted a comparative analysis of four popular machine learning models for tasks related to random
number generation and cybersecurity analysis within the RSA cryptosystem: Random Forest Classifier, Decision Tree,
XGBoost, and Sequential Model. To address the binary classification task in this study, the Random Forest Classifier was
employed an ensemble machine learning method based on constructing multiple decision trees followed by majority voting.
This algorithm is known for its high resistance to overfitting and its ability to effectively detect complex dependencies
within the data.

The performance of the model was evaluated using standard classification metrics, including accuracy, precision, recall, and the F1-score.
The model achieved an accuracy of 1.000 on the training set and 0.950 on the test set, indicating a high level of
generalization capability. The confusion matrix presented in Figure 2 shows that out of 100 test samples, 95 were correctly
classified: 50 instances of class 0 and 45 instances of class 1. Only 5 instances were misclassified, which is reflected in the
high F1-score values of 0.95 for both classes.

Confusion Matrix

- 50
o
- 40
=
¥
<
3 - 30
8
[1¥]
=
= - 20
-
I
=
¥
< -10
|
Pred 0 Pred 1
Predicted label
Figure 2.

The output of the Random Forest Classifier, including the confusion matrix during the training process.

Additionally, an ROC curve was constructed (Figure 3) to demonstrate the model’s ability to distinguish between
classes at various classification thresholds.

The area under the ROC curve (AUC) was 0.96, confirming the model’s high sensitivity and specificity. An AUC
value close to 1.0 indicates excellent diagnostic performance of the classifier.
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Figure 3.

ROC curve obtained for the Random Forest Classifier model.

Thus, the Random Forest model demonstrated high effectiveness and reliability in solving the classification task,
providing balanced accuracy metrics and strong resistance to overfitting.

The study also evaluated the performance of the Decision Tree Classifier, which constructs a decision tree for object
classification. The main advantages of this model are its simplicity and high interpretability. The model achieved an
accuracy of 88% on the test set and 89% on the training set, indicating stable performance.

Figure 4 shows the confusion matrix. The model correctly identified 78 instances of the "Vulnerable” class and 10
instances of the "Secure™ class. However, 11 instances of the "Secure™ class were misclassified, resulting in a low recall of
0.48 for the "Secure™ class, while the recall for the "Vulnerable" class reached 0.99.

Key performance metrics of the model:

Accuracy — 0.88

Precision — 0.88

Recall — 0.88

F1-score — 0.86 (macro average across classes)

Confusion Matrix

- 70

Secure

True

-20

Wilnerable
)
-

- 10

Secure Wlinerable
Predicted

Figure 4.
The output of the Decision Tree Classifier including the confusion matrix during the training process.
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Figure 5 presents the ROC curve for the Decision Tree Classifier. The area under the curve (AUC) was 0.80, indicating
a moderate ability of the model to distinguish between classes compared to the Random Forest Classifier.

1.0 =

0.84 s

0.6 -

True Positive Rate
%

-’ FOC curve (AUC=0.80)

= T T T
0.0 02 0.3 0.6 0.8 1.
Falze Positive Rate

Figure 5.
ROC curve obtained for the Decision Tree Classifier model.

Thus, the decision tree showed good overall performance but struggled to accurately classify one of the classes,
particularly the "Secure" class.

This may be attributed to the fact that decision trees are sensitive to class imbalance in the data.

The performance of the XGBoost Classifier, one of the most advanced ensemble gradient boosting methods, was also
evaluated. This model is known for its high performance and is widely used in classification tasks due to its ability to
handle imbalanced and complex data. However, its accuracy on the test set was 64%, which is significantly lower
compared to the other models examined in this study.

Figure 6 presents the confusion matrix. The model correctly classified 63 instances of the "Secure™ class and only 1
instance of the "Vulnerable" class. However, it misclassified 28 instances of the "Secure™ class and 8 instances of the
"Vulnerable" class.

Key classification metrics:
Precision — 0.81.

Recall — 0.64.

F1-score — 0.71.
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Confusion Matrix

28
8 1
Secure Vulnerable

Predicted
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The output of the XGBoost Classifier, including the confusion matrix, is shown during the training process.

To evaluate the model’s ability to distinguish between classes, an ROC curve was constructed and is shown in Figure
6. The area under the curve (AUC) was 0.44, which is below the 0.5 threshold that indicates random guessing. This result
reflects the low diagnostic capability of the model on the current dataset.

True Positive Rate

Figure 7.

Receiver Operating Characteristic (ROC) Curve

1.0 4

0.8 1

0.6

0.44

0.2 1

ROC curve (AUC = 0.44)

0.0
0.0

0.4 0.6 0.8

False Positive Rate

0.2

ROC curve obtained for the XGBoost Classifier model.

10

Thus, despite the widespread use and high effectiveness of XGBoost in other tasks, the model demonstrated
suboptimal performance in this study, which is likely due to the characteristics of the dataset or the chosen training

parameters.

As part of the study, a Sequential Model based on a neural network was trained and tested.

The training was conducted over 50 epochs, with the dynamics of the loss function and accuracy presented in Figures 8 and

9.
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Figure 8.

Loss over training epochs for the Sequential Model, showing both training and validation loss.
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Figure 9.
Accuracy over training epochs for the Sequential Model, showing both training and validation accuracy.

During training, a stable decrease in the loss function was observed for both the training and validation sets. The
model achieved high accuracy during both training and validation, 0.98, indicating good convergence. However, despite the
high accuracy on the training data, testing results revealed significant limitations of the model. Figure 10 presents the
confusion matrix, which shows that the model correctly classified 99 instances of the "Secure" class but failed to correctly
classify any instance of the "Vulnerable" class. The only instance from this class was misclassified.

Key performance metrics of the model:

Accuracy — 0.99

Precision (weighted average) — 0.98

Recall (weighted average) — 0.99

F1-score (weighted average) — 0.99
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Figure 10.

The output of the Sequential Model, including the confusion matrix, during the training process.

For the "Vulnerable" class, all metric values (precision, recall, and Fl-score) were 0.00, indicating the model’s
inability to detect this class. This points to a data imbalance problem or a bias toward one of the classes. The absence of
positive predictions makes it impossible to reliably evaluate the area under the ROC curve (AUC). Thus, despite the
seemingly high overall accuracy, the model failed to effectively classify instances of the “Vulnerable™ class. This raises
concerns about its practical applicability in real-world cryptographic tasks, where accurately identifying weak keys is
critical.

Table 2.

Model comparison.

Model Accuracy Precision Recall F1
Random Forest Classifier 0.95% 0.95 0.95 0.95
Decision Tree Classifier 0.88% 0.88 0.88 0.86
XGBoost Classifier 0.64% 0.81 0.64 0.71
Sequential Model 0.99% 0.98 0.98 0.99

Table 2 presents a comparative summary of the four models used in this study: Random Forest Classifier, Decision
Tree Classifier, XGBoost Classifier, and Sequential Model. Standard classification performance metrics were used to
evaluate model effectiveness, including accuracy, precision, recall, and F1-score.

The Random Forest Classifier demonstrated the best performance across all major metrics, including a well-balanced
precision and recall (both with weighted values of 0.95) and the highest area under the ROC curve (AUC = 0.96).

These results indicate the model’s strong ability to distinguish between classes and its robustness against overfitting.
The Decision Tree Classifier showed acceptable results with an accuracy of 0.88 and an AUC of 0.80; however, it falls
short of the Random Forest in terms of both accuracy and robustness to class imbalance. Although the XGBoost Classifier
achieved a high precision of 0.81, it showed low recall and AUC values (0.64 and 0.44, respectively), indicating a limited
ability to recognize one of the classes. The Sequential Model formally achieved high metric values (accuracy = 0.99, F1-
score = 0.99); however, it failed to recognize any instances of the "Vulnerable™ class, which significantly reduces its
practical utility. For this reason, the AUC was not computed. Thus, the most effective and reliable model in this study is the
Random Forest Classifier, demonstrating a strong balance between accuracy, generalization ability, and the capacity to
classify both classes effectively.

4. Conclusion

This study presents a comprehensive assessment of the cryptographic resilience of the RSA algorithm using machine
learning methods aimed at optimizing random number generation and analyzing threats related to the factorization of the
modulus n = p X q.The comparative analysis of the Random Forest Classifier, XGBoost, Decision Tree, and Sequential
Model showed that the use of the Random Forest classifier significantly enhances the effectiveness of RSA cryptosystem
protection. This improvement is achieved through more reliable random number generation, which reduces the likelihood
of successful factorization-based attacks.

The results confirm the potential of integrating artificial intelligence technologies into cryptanalysis processes to
strengthen the cryptographic resilience of the RSA algorithm and highlight promising directions for further research in
cryptographic security. Future work will explore possible combinations of various machine learning models to develop
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more adaptive and effective protection mechanisms capable of countering modern cyber threats.
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