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Abstract 

The paper presents a novel ZYNQ-FPGA-based real-time grayscale secret image hiding method using a cover RGB image 

to enhance the security performance of the LSB steganography approach. This work begins with designing a pseudo-

random number generator with a 12-bit size using linear feedback shift registers (LFSRs). The two least significant bits 

(LSBs) are used as indicators for four-position hiding. The key is assumed to be the initial value of the LFSR, exchanged 

previously between transmitter and receiver over any network. The two position bits extracted through the proposed key 

masking are resistant to side-channel attacks. All designs are implemented using XSG/SIMULINK environment to verify 

and validate the results with Xilinx VIVADO tools. The synthesis operation achieved a high frequency of 2.22 GHz and a 

throughput of 17.7 Gb/s. Statistical analyses include histogram, PSNR, MSE, BER, SSIM, CCR, execution time, 

frequency, and throughput. Clear structural similarity and processing time contribute to an efficient balance between 

security and speed performance. 
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1. Introduction 

The prevalence of digital images in various fields has led to a growing need for secure transmission and storage of 

confidential information. Images transmitted through shared or public networks are particularly vulnerable to attacks, 

posing a significant challenge in terms of protection [1-11]. Cryptography is used for protection, which is the process of 

converting known images into undefined images to be non-knowledgeable or unpredictable by attackers [12-17]. 

Steganography, on the other hand, is the technique of hiding secret data within an ordinary, non-secret file or message 

in order to avoid detection [18-21]. Recent research in cryptography has focused on the use of pseudo-random number 
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generators (PRNGs) based on chaotic systems due to their high randomness factor and sensitivity to initial conditions [22-

25]. 

This has led to the development of various stenographic techniques that make use of Pseudo-Random Number 

Generators (PRNGs) to embed the secret data into cover objects [26-30]. Hardware implementation, specifically field 

programmable gate array (FPGA) [31-40]. The choice of FPGA is based on several factors: the efficiency of this 

technology for handling multimedia files such as audio and video, managing real-time meets to reduce latency, low power 

dissipation for prototyping, no need for hardware redesign, and the ability to integrate with hardware equipment (cameras, 

sensors). 

A digital image is a two-dimensional array containing MxN pixels, in which M is the number of rows or the height of 

the image, and N is the number of columns or the width of the image [41-46]. Each pixel in this digital array can only take 

specific numerical values, and the set of these values depends on the type of image [47-56].  

Different pixels in the image carry information that can have various meanings depending on the application it is used 

for, Smarandache et al. [57], Wang et al. [58], Darwis et al. [59], Reinke et al. [60], Fu et al. [61] and Bemana et al. [62]. It 

may be a binary image that carries only two specific values, usually zero and one, i.e., a single bit per pixel, or grayscale 

images carrying 8 bits per pixel for different gray levels, or it may be a color image that carries information about the 

intensity values of the red, green, and blue components [63-70]. 

 

1.1. The Main Contribution of this Work Involves 

1. Implementing pseudo random number generator in FPGA with 12 bit linear feedback shift registers (LFSR), 

2. Choosing confidential information for cover and secrecy, the choice for this work was digital images. 

3. Building the architecture of the LSB algorithm in FPGA with XSG/SIMULINK because of its flexibility for 

testing and verifying the results of hiding/recovering. 

4. Employing the PRNG of step 1 into step 2 and proposing an algorithm named LSB-PRNG for hiding/recovering a 

secret image. 

5. The index of the hiding bit will be chosen according to the 12 bits generated by the LFSR for the first 4 bits (00-

11) with a proposed key masking algorithm. 

6. Implementing the proposed method (LSB_PRNG) in the hardware module using the ZYNQ-7020 evolution board 

through the VIVADO software tool with high speed and low silicon area, and then evaluating the execution time 

in the FPGA. 

7. Checking security performance measurements: peak signal-to-noise ratio (PSNR), mean square error (MSE), bit 

error rate (BER), structural similarity (SSIM), cross-correlation (CCR), overall execution time, frequency for the 

proposed method. 

 

1.2. Literature Survey 

Several studies have been conducted in the field of image steganography due to its significance in data communication. 

Topic [70] proposed an image steganography method using a deep neural network with a long training time. In comparison, 

this research does not involve real-time meetings or dealing with randomness in security manners [71] presents a view of 

several steganography approaches; all approaches have a long processing time, which indicates robustness for real-time 

steganography applications also [72] presented efficient stenographic approach includes text hiding with cover with a good 

PSNR but without dealing with the time execution point or randomize LSB positions [73] presented bit pattern 

steganography approach mixing two techniques: steganography and cryptography for increased robustness, but with two 

issues: firstly, meeting timing requirements of hardware; secondly, not declaring image MSE or PSNR [74] presented a 

review of several research approaches to steganography with various techniques such as DNA, network, audio, video, text, 

and image steganography. [75] introduced a new steganographic method utilizing human visual properties, along with a 

novel LSB algorithm. The hiding performance metrics, including MSE, PSNR, and SSIM, were satisfactory; however, the 

researchers did not address the hiding time metric necessary for real-time applications [26] provided different 

steganography methods, but overall did not address processing time in hardware, as this research had [76]. It offers several 

methods for steganography with good security performance measurements, focusing on metrics such as MSE, BER, and 

PSNR, without considering processing time, throughput, or randomness [3, 77, 78] presented a review of multiple image-

hiding approaches with spatial domain or transform domain, with no consideration of an important factor, which is 

processing time [79]. The file hiding method includes a chaotic method but does not mention BER, MSE, processing time, 

or any performance metrics [3, 26, 71-80]. 

 

2. Methods 
2.1. Steganography 

The predominant technique for fortifying the security of communication and safeguarding the confidential 

transmission of data is known as steganography [81-85]. 

This method ensures the secure conveyance of information through communication systems and also facilitates the 

watermarking process, thereby securing the authenticity of multimedia files such as films and logos. The most prevalent 

techniques of steganography encompass the Least Significant Bit (LSB), Pixel Value Differencing (PVD), Spread 

Spectrum, and statistical methodologies [86-89]. 
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Table 1.  

Comparison between stenographic methods. 

Technique Robustness Imperceptibility Payload capacity Complexity 

LSB Low High High Low 

PVD High Medium Low Low 

Spread spectrum Medium Low Low Medium 

Statistical Medium High Low Medium 

 

Table 1, demonstrates that the LSB method stands out as the optimal approach for accelerating multiple reasons. 

Firstly, it offers the best peak signal-to-noise ratio and structural similarity index. Secondly, it boasts simplicity for 

hardware implementation. Thirdly, it executes with remarkable speed. Lastly, it possesses the ability to process large 

amounts of data for concealment. 

 

2.2. Steganography with LSB  

Figure 1 illustrates the concept of LSB hiding, which involves concealing secret image bits within the LSB of cover 

image pixels. It is important to note that the LSB bit difference of 1 or 0 should not impact the resolution of the cover 

image. 

Two methodologies in the least significant bit (LSB) algorithm: 

1. The utilization of LSB steganography in FPGA-based implementation enables the concealment of data within the 

least significant bits of an image or signal, ensuring a heightened level of security and imperceptibility. Sender's 

embedding system: eliminate the LSBs of the cover image and replace them with the secret data bits, resulting in the 

creation of a stego image. 

2. The enhanced LSB steganography with random bit positioning provides heightened security, guaranteeing the covert 

message remains imperceptible. The recipient's extraction algorithm entails fetching the LSB of the stego image 

pixels to retrieve the concealed data. 

 

2.3. ZYNQ FPGA Design with Embedded SIMULINK/XSG 

The collaboration between Xilinx Vivado Design Suite and Xilinx System Generator for DSP and HDL is seamless. 

The latest nodes are supported by the Xilinx Vivado Design Suite, specifically designed for intricate designs [90-93]. It 

seamlessly integrates hardware and software support and offers system- and device-level design. It comes equipped with 

toolkits for managing FPGA configuration, synthesis, placement, and routing. Additionally, it incorporates specialized tools 

such as hardware co-simulation, partial reconfiguration, and hardware design languages like SystemVerilog, VHDL, or 

Verilog. Fig. 1 illustrates the design methodology using Xilinx System Generator (XSG), with the hardware in this paper 

implemented using the VIVADO/XSG environment VIVADO 2020.2 associated with MATLAB/SIMULINK 2020 a. 
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Figure 1. 

Hardware flow design using Xilinx System Generator. 

 

2.4. Pseudo-Random Number Generator (PRNG) 

A Pseudo-Random Number Generator (PRNG) serves as both a device and an algorithm for producing a series of 

binary values in a seemingly random fashion. This method finds frequent application in the realms of cryptography and 

telecommunications. A defining characteristic of PRNG sequences lies in their substantial autocorrelation, rendering them 

particularly advantageous for encryption and synchronization purposes. PRNGs fabricate a sequence of random numbers 

over a specific duration through the utilization of mathematical functions contingent upon initial parameters [94-98]. 

Noteworthy attributes of these PRNG numbers encompass their rapid computational pace, elevated uniformity, and other 

commendable statistical properties. 

There exist numerous varieties of PRNG, with the Linear Feedback Shift Register (LFSR) standing as one of the most 

prominent. The LFSR functions as a shift register, employing feedback connections to shift bits from one position to the 

next [99-102]. This feedback is achieved through the XOR operation on select bits of the register, with the resulting bit then 

fed back into the register's input. The initial state of the LFSR is represented by a binary vector of a length equivalent to the 

register. With each clock cycle, the LFSR shifts its contents to the right, and the outgoing shifted bit is termed the LFSR's 

output. The LFSR continues cycling through its states until it returns to its initial state [103-105]. The number of clock 

cycles necessary for this return is referred to as the repetition period. Figure 2 illustrates the construction of a 4-bit LFSR. 
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Figure 2. 

Example construction of a 4-bit LFSR. 

 

2.5. Proposed Method (LSB-PRNG) 

Figure 3 illustrates the 8-bit pixel and the positioning of the least significant bit (LSB) and most significant bit (MSB). 

This technique involves the selection of the four lower bits of the LSB from the pixels of the cover image, which are then 

utilized to randomly conceal the bit stream of the secret image. By employing a Pseudo-Random Number Generator 

(PRNG), the chosen position of the cover bit is substituted with the secret bit within each cover pixel. This innovative 

method ensures that the integrity and security of the secret image are maintained without compromising the quality of the 

cover image. 

 

 
Figure 3.  

Binary Bits Representation. 

 

The PRNG plays a crucial role in ensuring the randomness of the concealment process, making it extremely difficult 

for unauthorized individuals to detect the presence of the secret image. The utilization of the four lower bits of the LSB 

provides a large number of possibilities for concealing the secret image, thereby increasing the complexity and enhancing 

the security of the overall system. The substitution of the cover bit with the secret bit ensures that the steganographic 

process remains robust and resistant to various attacks. Moreover, this method allows for efficient and accurate extraction 

of the secret image, as the cover bits can be easily reconstructed using the original cover image. In conclusion, the use of a 

pseudo-random number generator and clever manipulation of the LSB in the cover image allows for effective 

steganography, ensuring both the concealment and extraction of the secret image with high security and reliability. 

In terms of steganography, the effectiveness of the Hiding System technique relies heavily on the quality of the PRNG. 

Employing a PRNG for image steganography can offer an innovative approach to concealing information within an image. 

A comprehensive summary of the process for utilizing this approach. 

1. Choose a PRNG: opt for an LFSR to produce a PRNG. Careful selection of the initial state and feedback taps is 

essential to ensure the sequence exhibits randomness. 

2. Apply key masking to mitigate more steganography systems against fault injection attacks. 

3. Encode Confidential Information: Transform the classified data into a binary structure. Every bit of the 

confidential image will be concealed within the encompassing image. 

4. Encode Confidential Information: Utilize the Pseudo-Random Number Generator (PRNG) to select an LSB bit of 

the cover pixel for each bit of the secret image. Adjust the chosen bit to match the desired hidden bit. 

 

2.6. Embedding Strategy 

The substitution of the hidden bits with the four least significant bits' location within the cover image pixel is 

determined by randomly selecting a position for the bit in one pixel to be replaced by the hidden image bit, based on the 

PRNG-generated k value at a single clock cycle. Here, k represents the address value selected with two bits from the output 

of the LFSR, indicating the position within the cover pixel where the hidden bit is embedded. The strategy of the 
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embedding algorithm is depicted in Figure 4. Additionally, Figs. 5 and 6 illustrate the flow chart of the hiding and 

recovering image system utilizing the PRNG. The following map is used for the embedding process. 

 

 
Figure 4.  

Embedding strategy of PRNG. 

 

If PRNG generates k=0, embed in offset 0 of the cover image pixel 

If PRNG generates k=1, embed in offset 1 of the cover image pixel 

If PRNG generates k=2, embed in offset 2 of the cover image pixel 

If PRNG generates k=3, embed in offset 3 of the cover image pixel 

 

 
Figure 5.   

Flowchart of hiding using PRNG. 
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Figure 6.  

Flowchart of extracting using PRNG. 

 

2.7. Proposed Key-Masking 

Figure 7 demonstrates the proposed masking technique with the support of a Linear Feedback Shift Register containing 

the sequence of 12 bits. The LFSR output is partitioned into different portions for various activities. The first two ‘Least 

Significant Bits’ are used as the first pair of keys. The next two LSBs form a selector signal for a multiplexer, which 

chooses the output depending on the input of the other two LSB bit signals. The MUX inputs are extracted from the 3rd, 

4th, 5th, and 6th bits of the LFSR output and are called pair-bits to generate the 2-bit key index. The selected output of the 

MUX is logically XORed with the first two LSBs in this invention. This design further improves the randomness and 

security of the key with the help of efficiently used LFSR-generated bits. 
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Figure 7. 

Key Masking. 

 

 
Figure 8. 

System design. 

 

3. Results and Discussion 
3.1. Hardware design of Hiding System 

Figure 8 presents the overall hardware system of the steganography system with the PRNG system that hides an image 

(secret image) inside the cover image to produce a stego-image by the following steps: 

1. Select an image from the file saved on the PC with dimensions that allow covering all secret image bits. The 

selected image, the cover image, was (peppers.png). 

2. Select a secret image with dimensions smaller than the cover image; here, the secret image was (cameraman.tif). 

3. Convert the secret image to a stream bit by using the (P-to-S) block of XSG. 

4. The transmitter consists of key generation, key masking, selected bit position, and LSB hiding as shown in Figure 9. 
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5. Key generation process Design using PRNG by XSG consists of an LFSR with 12- bits. 

6. The key masking stage involved XORing the first two least significant bits (LSB) with the bits obtained from 

entering the second two LSB bits as a selector to a multiplexer with inputs of the remaining two LSB bits of the twelve bits 

resulting from the key generation process, generating a two-bit masked output key as shown in Figure 10. 

7. Embed each bit from the secret image according to the key mask generated, which selects two bits that refer to the 

address of the bit. If the key mask was logical 00, then the secret bit was hidden at the first index; else, if the key mask was 

logical 01, then the secret bit was hidden at the second index; else, if the key mask was logical 10, then the secret bit was 

hidden at the third index; else, if the key mask was logical 11, then the secret bit was hidden at the fourth index in Figure 

11. 

8. The receiver consists of a key generation, key masking, and LSB retrieving system as shown in Figure 12. 

9. The first two stages of the receiver are the same as the transmitter part with a secret key previously exchanged 

between them, but the difference will be in the last stage of retrieval, as shown in Figure 14, which involves 

concatenation of the bits' accumulation according to the offset calculated for the masking key generated. 
 

 
Figure 9. 

Hardware design of LSB-PRNG. 

 

 
Figure 10.  

Hadware design of transmitter part. 
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Figure 11.  

Hadware design of key masking stage. 
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Figure 12.  

Hardware design of the embedding process. 

 

 
Figure 13.  

Hardware design of receiver part. 
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Figure 14.  

Hardware design of LSB retrieving algorithm. 

 

The images used in the design represent cover, stego, and secret images shown in Figure 15, the chosen cover image 

was peppers.png and the secret was cameraman.tif provided by MATLAB/SIMULINK environment.  

 

 
Figure 15. 

Secret, cover, and stego images. 

 

To determine how the pixel of the cover image changed after replacing the LSB, rather than whether the bit from the 

secret image was equal to the LSB of the cover image pixel, it was observed that, in this case, the cover image pixel did not 

change. Figure 16 shows the changing of pixels when PRNG was generated with 0, then the LSB with offset = 0 was 

changed to zero according to the bit from the secret image, which was replaced by the bit from the cover image, when the 

PRNG =1 in Figure 17 changed to zero according to the bit from secret image = 0, Figure 18 changed to one according to 

secret bit and Figure 19 the offset =3 changed to zero according to the secret bit. 
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Figure 16. 

LSB-PRNG Generating Offset= 0 

 

 
Figure 17. 

LSB-PRNG Generating Offset= 1 

 

 
Figure 18. 

LSB-PRNG Generating Offset= 2 
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Figure 19. 

LSB-PRNG Generating Offset 3. 

 

3.2. Hardware Synthesis and Implementation  

This section presents HDL compilation using JTAG co-simulation results with the ZYNQ-702 FPGA evaluation board. 

This board operates at a frequency of 667 MHz. The synthesis process indicated that the optimal time period to meet timing 

path requirements is 3 ns, resulting in a worst negative slack (WNS) of 2.55 ns. The maximum frequency is calculated 

based on the following equation. 

𝑓𝑚𝑎𝑥 = 1/(𝑇 − 𝑊𝑁𝑆)   (1) 

When T= 3ns, WNS=2.55 ns then Fmax= 2.22 GHZ 

The throughput (the number of processing bits per second) of the hiding system, which is an important metric, is 

computed by the following equation. 

𝑇ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 =  (𝑁 × 𝑓𝑚𝑎𝑥)/𝑙𝑎𝑡𝑒𝑛𝑐𝑦   (2) 

The maximum frequency was 2.22 GHZ with a high throughput near 17.76 Gb/s.  

 

Table 2 presents FPGA utilization, silicon area consists of: 

1- LUT:  Look-Up Tables 

2- LUTRAM:  Look-Up Table RAMS  

3-  FF:  Flip-Flops  

4- BRAM:  Block RAMs 

5- DSP: Digital Signal Processing blocks 

6- IO:  Input/output buffers 

7- BUFG: Global Buffers 

8- MMCM:  Mixed-Mode Clock Manager 

 
Table 2. 

Logic area utilization. 

Resource Utilization Available Utilization (%) 

LUT 24675 53200 46.3 

LUTRAM 7944 17400 45.6 

FF 2520 106400 2.36 

BRAM 3 140 2.1 

IO 6 200 3 

BUFG 5 32 15.6 

MMCM 1 4 25 

 

Power report, one of the synthesis tools provided by VIVADO software, indicates that dynamic power consumption 

the active power during switching (charging and discharging of capacitances in the design) was 0.132 W. Static power, 

which is the power consumed when the design is not active and depends on parameters such as temperature and supply 

voltage, was 0.105 W. Therefore, the total power consumption was 0.237 W, the overall power report shown in Figure 20. 



 
 

               International Journal of Innovative Research and Scientific Studies, 8(6) 2025, pages: 1026-1046
 

1040 

 
Figure 20. 

Power consumption of LSB_PRNG in ZYNQ702 FPGA. 

 

The final physical implementation of the design, providing clarified details about hardware implementation, is the 

Register Transfer Level (RTL) schematic. The hardware parameters for LSB-PRNG were 10 cells, 2 I/O ports, and 213 

nets, as shown in Figure 21. It can be observed that the hardware is complex, according to the needs of the LSB-PRNG. 

 

 
Figure 21. 

RTL view of the proposed design. 

 

Hardware co-simulation, as shown in Figure 22 represents the final stage of FPGA design, which combines the design 

model with the ZYNQ702 evaluation board. It presents one secret image (“cameraman.tif”) and a cover image 

(“peppers.png”) with the ZYNQ702 FPGA board. 
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Figure 22. 

Hardware co-simulation of the proposed system using the ZYNQ702 FPGA. 

 

3.3. Performance Analysis 

A number of statistical tests have been conducted to assess whether the impact of data masking on image quality is 

within the permitted bounds. Several metrics, including histogram analysis, Mean Squared Error (MSE), Peak Signal-to-

Noise Ratio (PSNR), Cross-Correlation (CCR), and structural similarity, have been used for this evaluation. 

 

Cover Image 

R G B 

   

Stego Image 

R G B 
 

   
Figure 23. 

Histogram Analysis. 

 

3.4. Histogram  

A visual representation demonstrates the pixel movement by mapping the number of pixels at each grayscale level. 

The statistical properties of the cover image remain unchanged even after altering certain coefficients, as evidenced by the 

comparison of the cover image's histogram with that of the stego image. As a result, the histogram of the stego image is 

nearly identical to that of the cover image as shown in Figure 23. 
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3.5. Mean Squared Error (MSE) 

MSE is a statistical method used to evaluate how similar the stego image is to the original image. It works by 

calculating the error signal, which is the difference between the two signals being compared. The mean energy of this error 

signal is then determined using the corresponding equation: 

 

𝑀𝑆𝐸 =  
1

𝑀𝑁
 ∑ ∑ (𝐼𝑜𝑟𝑖𝑔𝑖𝑛𝑎𝑙 (𝑖, 𝑗) −  𝐼𝑒𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑 (𝑖, 𝑗))2𝑁

𝑗=1
𝑀
𝑖=1                         (4) 

 

3.6. Peak Signal-to-Noise Ratio (PSNR) 

PSNR is defined as the ratio of a signal's maximum power to the power of the noise that distorts it. It is usually 

expressed in decibels and is commonly used to evaluate how accurately an image can be reconstructed. In this context, the 

original data represents the signal, and the introduced error acts as the noise. The PSNR value reflects the quality of the 

image, with higher values indicating better quality. 

 

𝑃𝑆𝑁𝑅 = 10 𝑙𝑜𝑔10 (
𝑀𝐴𝑋2

𝑀𝑆𝐸
)                                                                          (5) 

 

3.7. Correlation  

Cross-correlation is a mathematical technique frequently used to assess the similarity between two images. When 

comparing a Stego image with the original image, cross-correlation helps identify areas or patterns of similarity and 

difference. This process involves shifting one image across the other and calculating a similarity score at each position. 

 

𝑟 =  𝑛 ∑ 𝑋 𝑌 − ∑ 𝑋 ∑ 𝑌 ( 𝑛 ∑ 𝑋 2 − ( ∑ 𝑋 ) 2 )  ⋅  ( 𝑛 ∑ 𝑌 2 −  ( ∑ 𝑌 ) 2 ) (6) 

 

3.8. Bit Error Rate (BER) 

This key metric in image hiding for security measures indicates how many bit positions have been altered in the stego 

image. A value close to 1 suggests a higher number of bit errors, while a lower value indicates fewer errors. 

 

𝐵𝐸𝑅 = 𝐵𝑒/𝐵𝑟   (7) 

3.9. Structural Similarity  

This image quality metric is used to assess the similarity index between images. A value close to one indicates greater 

similarity, while lower values suggest less similarity. Table 3 presents the overall performance metrics for the proposed 

hardware LSB algorithm used for data hiding. 

 
Table 3. 

Performance measurements. 

Performance metrics Proposed work 

PSNR 37.796 

MSE 10.799 

BER 0.19 

SSIM 0.986 

CCR 0.9988 

Overall Execution Time 0.167 ms 

Frequency 2.2 GHZ 

Throughput 17.76 Gbps 

 

3.10. Conclusion and Future Work 

This work involved employing XSG/SIMULINK integrated tools to implement an improved LSB steganography 

algorithm with a random position in the cover image. The study utilizes pseudo-random number generation for randomness 

using linear feedback shift registers with an initial key that is already shared between sender and receiver. 

Employing the proposed key masking enhances the Stego system's resistance against attacks and unauthorized access 

to data, so the secret key was masked with another key, making it more secure and robust. 

Hardware designs have been proposed and implemented on an FPGA chip (Xilinx ZYNQ702 evaluation board) using 

an XSG programming approach. The proposed design aimed to accelerate the LSB-PRNG algorithm and steganographic 

process. The following conclusions are obtained: 

1. The cover image must be RGB, and the secret image is a grayscale. 

2. Design an LFSR with a 12-bit size with the initial value exchanged between the transmitter and receiver. 

3. Apply the encoding algorithm for the key to extract a 2-bit index hiding of secret bits inside cover bits utilizing the 

LSB algorithm. 

4. The XSG methodology for FPGA implementation is a flexible tool that provides efficient integration between FPGA 

hardware-based design and XSG/SIMULINK software tools. 

5. Applying FPGA hardware through XSG for hiding accelerates the processing of pixels and achieves a 2.22 GHz 

processing frequency and 17.76 Gbps throughput. 
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6. Performance metrics histogram, PSNR, MSE, BER, SSIM, CCR, overall execution time, frequency, and throughput 

were acceptable for robustness attack, so they increase security and decrease detectability. 

The suggestions for future work are 

1. FPGA-Based Image Steganography Detection using Artificial Neural Networks. 

2. FPGA-based Pixel value differencing hiding method. 

3. FPGA-based wavelet method for image steganography. 

4. Stego-encryption accelerator system based on FPGA. 

 

Abbreviations:  
FPGA, LFSR, PRNG, PRBG, XSG, CCR, MSE, PSNR. 
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