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Abstract 

This paper introduces the design and implementation of an intelligent, modular Light Emitting Diode (LED) lighting 

system for industrial and municipal applications, leveraging modern computer science methods and the Internet of Things 

(IoT). The system features power redundancy, decentralized control, and native support for Power Line Communication 

(PLC) and the Digital Addressable Lighting Interface (DALI) to ensure high reliability, low latency, and energy efficiency. 

We detail a robust communication and data transmission architecture together with sensor-driven control algorithms that 

enable context-aware dimming, occupancy-based scheduling, and continuous self-tuning to reduce consumption while 

maintaining lighting quality. Simulation studies and laboratory prototypes demonstrate marked performance gains: Mean 

Time Between Failures (MTBF) increases by more than 60%, reaching up to 65,000 hours, and energy savings reach 

approximately 30% relative to conventional deployments. The modular design facilitates phased rollouts and retrofits, 

while built-in monitoring, diagnostics, and predictive maintenance analytics improve lifecycle management and reduce 

downtime. The proposed approach aligns with smart-city initiatives and Industry 4.0 automation, providing interoperable 

management, centralized orchestration, and fine-grained control across heterogeneous facilities. 
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1. Introduction 

Modern industrial and urban lighting systems face a number of serious challenges: limited power of standard 

luminaires (for example, a typical GRATZ power supply is designed for 350 mA), lack of modularity, centralized control 

with the risk of losing the entire line if one element fails, as well as high costs for infrastructure upgrades. In the context of 

growing demands for energy efficiency, reliability, and intelligence, there is a need for new solutions that can reduce 

operating costs and increase security. The Internet of Things (IoT) is a modern concept of digital technologies that has been 

developing rapidly in recent years. IoT covers a vast ecosystem of devices and objects that can independently collect, 

analyze, and transmit data over the network without user intervention [1, 2]. These smart devices, from industrial sensors to 

urban environments, open up opportunities for automation, energy optimization, and greener cities. The key idea behind the 

IoT is to integrate data using embedded computing resources, enabling a wide range of practical applications, from smart 

manufacturing [3] and smart homes [4, 5], transportation [6] to environmental monitoring [7] and urban services [8-10]. 

The versatility and scalability of the IoT enable the development of new approaches to resource management, including 

intelligent lighting [11]. Intelligent lighting systems use modern technologies to rationally manage energy consumption, 

increase public safety, and improve the urban environment. Key features include energy efficiency achieved through the 

use of sensors and actuators to automatically adjust brightness depending on the level of illumination and traffic intensity; 

increased security through the integration of threat detectors; and the acquisition and analysis of data for strategic urban 

planning. The structure of such systems includes street lamps with sensors, actuators, and communication devices. The 

sensors record movement, illumination levels, and possible risks, and actuators regulate the lamps' operating modes based 

on this data. Communication modules provide connection to the control center, allowing for remote monitoring and 

centralized lighting control. Over the past decade, various reviews [10, 12-16] have analyzed current challenges and 

technical solutions in the field of intelligent street lighting, taking into account different technological platforms and 

approaches. In particular, the integration of light sensors, LiDAR, and IoT modules enables the implementation of adaptive 

control and real-time monitoring [17] which enhances the efficiency and cost-effectiveness of operation. Despite the 

obvious advantages, the implementation of intelligent lighting solutions is associated with problems: high maintenance and 

energy costs, difficulties in centralized control, and issues of data reliability from a large number of sensors. To eliminate 

uncertainties and inaccuracies, it is proposed to use fuzzy logic methods [18-22] which allows for the effective processing 

of vague and incomplete information when making decisions on lighting control modes. Thus, IoT systems are 

characterized by flexibility, scalability, and self-organization. They have the ability to interact and integrate, and support 

intelligent data exchange between heterogeneous devices [23, 24]. However, their widespread use is accompanied by 

challenges in the areas of cybersecurity, energy efficiency, big data processing, and protocol standardization [25, 26]. IoT 

applications span a wide range of areas, from smart homes to transportation and urban infrastructure, opening up 

opportunities to create efficient and interconnected ecosystems. The mass adoption of connected devices requires new 

approaches to data analysis and storage to enable rapid decision-making and improve quality of life. 

This study examines convective heat transfer in flat-plate solar collectors using circular and flat channels under forced 

and natural convection. Correlations for the Nusselt number were obtained, showing accurate prediction of heat transfer for 

different fluids. The influence of the Prandtl number was also analyzed, with all cases exhibiting a slope of 1/3, as the study 

was limited to laminar flow [27].  

The system being developed in the work solves the specified problems by implementing a modular architecture, fast 

backup, and intelligent control algorithms, as well as support for modern PLC and DALI communication standards. 

 

2. Research Methodology 
The study was conducted on the basis of creating a prototype of an intelligent modular street LED lighting system with 

backup functions, emergency power supply, and decentralized control via PLC and DALI protocols. The main element is 

an autonomous lighting system, including a control board, batteries, three LED modules connected by wires, and a 

protected housing (see Figure 1). For some of the experiments, lanterns with a solar panel made of anodized aluminum 

alloy were used, which ensures durability in outdoor conditions. All components were installed on a laboratory stand for 

initial testing, with the possibility of subsequent installation on real outdoor objects. 
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Figure 1.  

The device of an autonomous street lighting system on solar batteries with a motion sensor (PIR sensor). 

 

In Figure 1 a device consisting of a control board, batteries, three LED modules (LED lamp) connected by wires, and a 

protective case for outdoor installation. Such equipment is used to check the power supply circuit, charge the battery from 

the solar panel, and operate the lamps depending on the motion sensor signal. The complex is tested on the desktop before 

final installation outdoors, which confirms the practical implementation of the system described in the diagram. 

 

 
Figure 2.  

Lantern with solar panel made of aluminum alloy AD31. 

 

Figure 2 shows a solar panel lantern made of aluminum alloy AD31. The body of this street lantern with a solar panel 

is made of anodized aluminum alloy AD31. This material provides high corrosion resistance, lightweight construction, and 

durability in outdoor conditions. Due to anodizing, the surface of the body has additional protection from atmospheric 

influences and mechanical damage, which significantly increases the service life of the device and maintains its aesthetic 

appearance even with prolonged use. 

The proposed system operates as follows (Figure 3). Industrial controller 1 receives signals from motion sensor 2 and 

current sensor 3, analyzes the presence of motion and the state of LED sections 4. Depending on the time of day and the 

presence of movement, the system automatically switches on the required number of LED sections to ensure the required 

level of lighting and energy savings. The power source is selected automatically using switch 7 between the power grid 5 

and the solar battery 6, which ensures uninterrupted operation of the system. All operating parameters and alarm signals are 

transmitted via the Ethernet interface 10 to the SCADA system 8 and the HMI panel 9, where monitoring, control, and 

archiving of events are carried out. 
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Figure 3.  

Intelligent street LED lighting system. 

 

The proposed system is designed to be scalable for citywide implementation. The SCADA/HMI and industrial 

controller architecture support the addition of an unlimited number of street lights, which are automatically integrated into 

the centralized control and monitoring network. Support for new types of sensors (illumination, weather conditions, etc.) is 

implemented by expanding the controller software and does not require significant hardware upgrades. For integration into 

the smart city ecosystem, the system can exchange data with other city services via standard protocols (Modbus, OPC, 

MQTT, etc.), ensuring joint operation with video surveillance, dispatching, urban transport, and energy-saving systems. 

This approach facilitates the gradual expansion of functionality and adaptation of the system to future requirements of the 

city infrastructure. Computer modeling is a fundamental tool for the design, analysis, and optimization of complex 

technical systems. In this work, simulation techniques are used to evaluate the performance and interactions of the 

proposed system components under various operating scenarios. 

 

 
Figure 4.  

IoT architecture for intelligent systems. 

 

Figure 4 presents a diagram illustrating a typical IoT architecture for intelligent systems. Data from various physical 

sensors is first collected in the Sensors Layer, then processed locally at the Edge Controller, where initial decisions can be 

made. Communication between system components is handled by the Communication Layer, supporting both wired 

(PLC/DALI) and wireless protocols. All processed information is sent to the Cloud Server, where it can be stored, analyzed 

using AI/ML tools, and accessed by users or administrators through a dedicated interface. This structure ensures flexible, 

scalable, and intelligent management of distributed sensor networks. 
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Figure 5.  

A flowchart of the intelligent street lighting control algorithm. 

 

Figure 5 presents a flowchart of the intelligent street lighting control algorithm. The system begins by collecting data 

from motion and light sensors, followed by filtering and validation to eliminate noise and errors. Next, the algorithm 

performs object detection to distinguish between vehicles and pedestrians, after which a decision is made regarding the 

appropriate brightness level, and a control command is sent to the luminaires. Finally, the system logs events and generates 

reports for the monitoring platform, ensuring adaptive and energy-efficient lighting operation. 

 

 
Figure 6.  

The structural architecture of an IoT-based intelligent lighting solution. 

 

Figure 6 presents the structural architecture of an IoT-based intelligent lighting solution. Data from motion and light 

sensors is transmitted to the edge controller via wired protocols (RS485, DALI), then processed and forwarded through the 

IoT gateway using MQTT, REST API, or Modbus TCP to the cloud platform. In the cloud, data is stored, analyzed, and 

processed with machine learning and advanced analytics. System control and monitoring are performed via SCADA, web, 

or mobile applications, which receive data directly from the cloud through API or OPC UA. Feedback commands from the 

SCADA system are sent back to the IoT gateway, enabling two-way communication and centralized management of the 

lighting system. 

The system in Figure 7 implements an electronic ballast unit (EBU) with an output of up to 1400 mA, which allows the 

use of more powerful and efficient LEDs. Due to the modular architecture, the supply current can be flexibly configured, 

for example, 4×350 mA for distributed luminaires or 2×700/1×1400 mA for high-power floodlights in demand at railway 

stations, airports, industrial complexes, and city parks. Such modularity allows the system to be quickly adapted to different 

tasks, simplifies replacement, and increases luminous flux. 
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Figure 7. 

Electronic ballast unit (EBU) with output up to 1400 mA. 

 

Figure 8 shows a power supply unit that is compactly integrated into the mast base or luminaire housing (including 

wall-mounted versions), provides an efficiency of at least 95%, and its multilayer design ensures durability and ease of 

maintenance. The housing and internal components are protected according to the IP67 standard, using varnish, silicone, or 

epoxy coatings. Copper elements and a cast aluminum housing with passive chimney cooling are used for effective heat 

dissipation, which is critical for high-power luminaires and dense installation of diodes. 

 

 
Figure 8. 

Power supply. 

 

 
Figure 9. 

Architecture of an intelligent LED lighting system for industrial and municipal facilities. 

 

Figure 9 shows the architecture of an intelligent LED lighting system for industrial and municipal facilities. Control 

starts with the Electronic Ballast Unit, which distributes the current between the lighting modules in different modes 
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(4×350, 2×700, or 1×1400 mA) via the Power Configuration unit. Power is supplied via a compact source, and each 

luminaire is equipped with motion and presence sensors, a backup power supply system, and IP67 protection. All elements 

are connected via PLC/DALI communication, which ensures centralized and decentralized control, high reliability, and 

adaptability of the system. 

Figure 10 shows decentralized control using PLC (Power Line Communication), which allows communication 

between luminaires via existing power cables; no separate data lines are required, significantly reducing implementation 

costs. Integration of the DALI protocol provides monitoring, diagnostics, and adjustment of lighting in real time. Intelligent 

control is based on motion and presence sensors: lamps are automatically switched on only when there is traffic or when 

needed; effective dimming is implemented depending on external conditions (for example, night duty lighting or reaction 

only to transport/pedestrians, and not to animals or weather events). This approach provides savings of up to 30% of 

electricity and extends the service life of the equipment. 

 

 
Figure 10. 

Decentralized control using PLC (Power Line Communication). 

 

The intelligent lighting system automatically reduces brightness at night, saving up to 30% of electricity. Due to 

motion sensors, brightness increases only when vehicles or pedestrians appear, and the rest of the time the system operates 

in economy mode—this provides up to 20% additional savings. Centralized monitoring via the DALI protocol ensures 

rapid detection of faults, reducing response time from 24 hours to 1 hour and increasing operational reliability. 

 

 
Figure 11. 

The intelligent lighting system dynamically adapts the operating mode of the 

lamps depending on the situation outside. 

 

Figure 11 shows how the intelligent lighting system dynamically adapts the operating mode of the lamps depending on 

the situation outside. At night, most lamps operate in a reduced brightness mode, which saves energy. When a car or 

pedestrian appears, the nearest lamps automatically switch to maximum brightness mode, ensuring safe illumination of the 

area. If one of the lamps fails, the system instantly sends a signal about the malfunction to the central server, which allows 

for quick response to any problems and minimizes equipment downtime. 
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Figure 12. 

Comparison diagram between traditional and intelligent 

street lighting systems. 

 

Figure 12 shows the key differences between a traditional and smart street lighting system. In a traditional system, all 

lights operate at full brightness, do not use sensors, and require manual diagnostics, resulting in high energy consumption 

and delays in troubleshooting. An intelligent system, on the contrary, regulates the brightness of each lamp depending on 

traffic and surrounding conditions, uses motion sensors, and automatically transmits information about the status of the 

lamps to the central server. This approach ensures energy saving, prompt diagnostics, and adaptive lighting control. 

 

 
Figure 13.  

The intelligent street lighting system is integrated with 

various city services within the framework of the “smart 

city” concept. 

 

Figure 13 shows how the intelligent street lighting system integrates with various city services within the smart city 

concept. The central lighting system receives data from weather services, event management services, emergency services, 

traffic monitoring systems, video surveillance, and the city’s IoT platform. Due to this integration, the system can 

automatically change lighting modes depending on weather conditions, events, emergency situations, or changes in traffic 

flow, ensuring maximum energy efficiency, safety, and flexibility in managing urban infrastructure. 

For industrial applications and critical facilities, an innovative fast backup scheme is provided: in the event of failure 

of one of the power modules, the backup board immediately takes over the load a switching time is less than 10 ms, which 

completely eliminates the occurrence of "dark zones." The emergency power supply system (on batteries or 

supercapacitors) automatically maintains a minimum illumination level (10-20%) for 2-3 hours when the network is 

disconnected, which is especially important for ensuring public safety and work in emergency situations. Mechanical 

strength, protection against burglary and theft are implemented at the level of the case and electronic opening sensors. IP67 

protection is maintained even during long-term operation in adverse climatic conditions. 
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Figure 14.  

The principle of ensuring reliability and safety in an intelligent lighting system. 

 

Figure 14 shows the principle of ensuring reliability and safety in an intelligent lighting system. The main and backup 

power modules are connected to the luminaire via fast switching in less than 10 ms, which prevents the appearance of dark 

zones if one of the sources fails. Additionally, an emergency power supply (battery or supercapacitor) is implemented, 

allowing maintaining 10-20% brightness for 2-3 hours when the power is disconnected. The lamp housing is protected 

according to the IP67 standard and is equipped with vandal-proof tamper sensors, which guarantee stable operation of the 

system even in unfavorable climatic and operating conditions (temperature, humidity, dust, vibration). 

The intelligent system is used for lighting railway stations, airports, and industrial areas with high-power floodlights 

and backup capability. Street lights with energy storage provide up to 3 hours of autonomous operation during power 

outages. Off-grid solutions with solar panels, long-lasting batteries, and vandal-proof protection have been implemented for 

rural and remote areas. In cities, the system automatically regulates lighting based on traffic, reducing energy costs and 

maintenance expenses. 

The scientific novelty of this work lies in the development of an intelligent modular LED lighting system that 

integrates computer science methodologies and Internet of Things (IoT) technologies to enhance reliability and energy 

efficiency. For the first time, a decentralized control architecture based on PLC and DALI protocols is proposed, providing 

power redundancy with a switching time under 10 ms, effectively eliminating dark spots. Intelligent control algorithms 

leveraging motion and light sensor data enable adaptive brightness regulation, achieving up to 30% energy savings. 

Modeling and experimental validation demonstrated a 62.5% increase in mean time between failures (MTBF), reaching 

65,000 hours compared to traditional solutions. This comprehensive approach expands integration capabilities with smart 

city and industrial automation systems, ensuring high scalability, reliability, and adaptability. 

 

3. Results and Discussion 
Tests of prototype systems have demonstrated energy conversion efficiency of up to 96%, instant switching to backup 

modules (<10 ms), stable operation under high loads and in conditions of temperature and vibration impacts. The reduction 

in power consumption in pilot projects was 25-30% compared to traditional solutions, and the mean time between failures 

exceeds 65,000 hours. 

 
Table 1. 

Advantages of Intelligent Lighting Control System (PLC/DALI) Compared to Traditional Systems. 

Criterion Traditional System Intelligent System (PLC/DALI) 

Separate data cables required Yes No 

Energy savings Low Up to 30% 

Online diagnostics No Yes (DALI protocol) 

Automation Limited Full (automatic/adaptive control) 

Adaptive dimming No Yes 

Scalability Difficult Easy (modular, network-based) 

Installation/upgrade costs High Reduced (uses existing wiring) 

Centralized monitoring No Yes 

Fault tolerance Low High (decentralized management) 

 

Table 1 compares traditional lighting control systems with intelligent systems based on PLC and DALI. Unlike classic 

solutions, intelligent systems do not require separate cables for data transmission, using existing power lines for both power 

and control. Due to adaptive dimming and automatic control depending on traffic or presence, energy savings of up to 30% 

are achieved. Such systems provide online diagnostics (via DALI), centralized monitoring, easy scaling, and high fault 

tolerance due to decentralized management, making their implementation and modernization significantly more cost-

effective than traditional approaches. 
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Table 2.  

Experimental Results: Comparison of Key Parameters. 

Parameter Traditional System Intelligent System 

Energy Consumption (% baseline) 100% 70–75% 

Efficiency (Efficiency, %) 85–90 96 

Switchover Time (ms) >100 <10 

MTBF (hours) <40,000 >65,000 

 

Table 2 presents the key experimental indicators of the comparison between traditional and intelligent lighting 

systems. The intelligent system provides a reduction in energy consumption of up to 70-75% of the original level, which 

confirms a saving of 25-30%. The energy conversion efficiency is increased to 96% compared to 85-90% for standard 

solutions. The time for switching to a backup module has been reduced to less than 10 ms versus more than 100 ms in 

traditional schemes. In addition, the mean time between failures (MTBF) of the intelligent system exceeds 65,000 hours, 

which is significantly higher than that of conventional systems (<40,000 hours) and indicates the high reliability and 

efficiency of the developed solution. 

 

 
Figure 15.  

Comparison of energy consumption between traditional and intelligent lighting control systems. 

 

Figure 15 shows a comparison of energy consumption between a traditional and an intelligent lighting control system. 

The traditional system is assumed to be 100% energy efficient, while the intelligent system, due to automatic control and 

adaptive dimming, demonstrates a reduction in consumption to approximately 72% of the original level. This confirms a 

28% energy saving, which is fully consistent with the results of experimental tests, where the cost reduction was between 

25% and 30% compared to the classical approach. This level of savings is especially significant for large industrial and 

municipal facilities, where annual lighting costs can be quite substantial. 

 

 
Figure 16.  

Comparison of the mean time between failures (MTBF) between traditional and smart lighting systems. 
 

Figure 16 shows a comparison of the mean time between failures (MTBF) between a traditional and an intelligent 

lighting system. For a traditional system, the MTBF is less than 40,000 hours, which limits the service life and reliability of 

the equipment. The intelligent system, due to the use of redundancy and new technical solutions, demonstrates an average 
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MTBF of more than 65,000 hours. This means an increase in the reliability indicator by at least 60%, which significantly 

reduces the frequency and cost of maintenance of the lighting infrastructure. 

 

 
Figure 17.  

The difference in efficiency between standard market solutions and the developed prototype. 

 

Figure 17 clearly shows the difference in efficiency between standard market solutions and the developed prototype. 

For most commercial power supplies, the efficiency is 85-90%, which leads to additional energy losses and reduces the 

overall efficiency of the system. The prototype of the proposed intelligent system demonstrated an efficiency of 96%, 

which is 6-11% higher than the market. This increase allows for a reduction in energy losses, a reduction in component 

heating, and an increase in the service life of equipment, which is especially important for industrial and urban facilities 

with a large number of lamps. 

 

 
Figure 18.  

Electronic ballast unit (EBU). 

 

Figure 18 shows that the electronic ballast unit (EBU) is capable of delivering the same total output current of 1400 

mA for all three connection options: 4×350 mA, 2×700 mA, and 1×1400 mA. This means that the system can easily adapt 

to different luminaire configurations without changing the overall load. This approach provides flexibility in designing 

lighting for different applications – whether it is distributed low-power luminaires or a single high-power floodlight – while 

maintaining maximum efficiency and reliability. 

 

 
Figure 19.  

Power distribution per channel for three electronic ballast unit configuration options. 
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Figure 19 shows how the power is distributed per channel for the three electronic ballast unit configurations. In the 

4×350 mA mode, each channel receives 16.8 W; in the 2×700 mA option, 33.6 W per channel; and when using a single 

powerful 1×1400 mA channel, all the power, 67.2 W, is supplied to one module. This increase in channel load highlights 

that the architecture allows for easy migration from distributed to high-power solutions without changing the overall output 

power (67.2 W at 48 V). 

 

 
Figure 20.  

Energy consumption over time 

 

Figure 20 shows the energy consumption over time. In a traditional system, energy consumption is maintained at 100% 

for the entire 24 hours. In an intelligent system, this figure drops to 30% during periods of no traffic and briefly increases to 

100% only when vehicles or pedestrians are detected. In real conditions, this provides a reduction in annual energy 

consumption of approximately 30–40% compared to the classic approach. 

 

 
Figure 21  

Changes in the brightness of the lamps. 
 

Figure 21 shows the change in brightness of the lamps. In a traditional system, the brightness is always 100%, 

regardless of the presence of traffic. In an intelligent system, the lamps operate at reduced brightness (30%) most of the 

time, and only when the sensors are triggered do they increase the brightness to 100% for a short period. This algorithm 

reduces the total time of operation at maximum power to 20–30% of the day. 

 

 
Figure 22.  

Cable quantity diagram. 

 

Figure 22 shows a diagram of the number of cables. A traditional system requires two types of cables for each 

luminaire (power and control), which complicates and increases the cost of installation. An intelligent system with PLC 
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support uses only one power cable to transmit both power and data, which reduces the amount of installation work and 

decreases installation costs by 30-40% compared to classic solutions. 

 

 
Figure 23.  

Intelligent lighting system. 

 

Figure 23 shows that the intelligent lighting system maintains a reduced brightness of 30% most of the time, saving 

energy. When motion is detected at certain times (e.g., 2nd and 7th minutes), the brightness automatically increases to 

100% for about 1 minute each time. As a result, in 10 minutes, the system operates at maximum brightness for only 2 

minutes and remains in power-saving mode for the remaining 8 minutes. Therefore, in this example, maximum brightness 

is used only 20% of the time, leading to a reduction in energy consumption by more than 50-60% compared to traditional 

systems that always operate at full power. 

 

 
Figure 24.  

Distribution of brightness along the street at the moment of a car passing. 

 

Figure 24 shows the brightness distribution along the street as a car passes. The second and third lamps are turned on at 

full power (100%), ensuring safe visibility for vehicles. The remaining lamps remain in economy mode with 30% 

brightness, which reduces overall energy consumption. The fifth lamp does not work at all (0%) due to an error, which is 

immediately recorded by the monitoring system. This approach allows maintaining the required level of illumination only 

where it is really needed and promptly responding to malfunctions. 

 

 
Figure 25.  

Illumination level after emergency shutdown of the main power supply. 
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Figure 25 shows that when the main power supply fails, the lighting system instantly (in less than 10 ms) switches to 

backup power, and the illumination level decreases from 100% to the emergency 15%. This mode is maintained stably for 

180 minutes (3 hours), which corresponds to the battery or supercapacitor battery life. After that, the brightness begins to 

decrease rapidly and reaches 0% in about 30 minutes. This ensures minimum illumination for human safety even in the 

event of a prolonged power outage. 

The tests conducted showed that the new system ensures stable operation even under extreme conditions, provides 

significant energy savings, and has high reliability compared to existing analogs. 

 

 
Figure 26.  

Latency values for each layer of the system architecture. 

 

In Figure 26 latency values for each layer of the system architecture are shown: Sensors Layer – 2 ms, Edge Controller 

– 5 ms, Communication Layer – 20 ms, Cloud Server – 15 ms, Data Storage/AI/ML – 8 ms, and User/Admin Interface – 

4 ms. The results indicate that the highest latency occurs at the Communication Layer and Cloud Server stages. 

 

 
Figure 27.  

Compares the brightness dynamics of streetlights in traditional and intelligent lighting control systems. 

 

Figure 27 compares the brightness dynamics of streetlights in traditional and intelligent lighting control systems. In the 

traditional system, the brightness remains constantly at 100%, resulting in maximum energy consumption. The intelligent 

system operates at an energy-saving level of 30% brightness most of the time, increasing illumination to 100% only when a 

vehicle or pedestrian is detected (for example, from 1:00 to 1:18, from 3:30 to 3:48, and from 5:00 to 5:30 a.m.). This 

adaptive approach enables up to 30% energy savings compared to conventional solutions without compromising safety. 
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Figure 28.  

A comparison of the Mean Time Between Failures (MTBF) between traditional systems and IoT with SCADA systems. 

 

Figure 28 illustrates a comparison of the Mean Time Between Failures (MTBF) between traditional systems and IoT 

with SCADA systems. The IoT + SCADA system achieves an MTBF of 65,000 hours, significantly higher than the 40,000 

hours of the traditional solution. This indicates improved reliability and reduced downtime due to automated monitoring 

and control. 

 

4. Conclusions 
This work presents the development of an intelligent modular LED lighting system utilizing modern computer science 

techniques and the Internet of Things (IoT). Decentralized control, power redundancy, and integration with PLC and DALI 

protocols have been implemented, ensuring high reliability, adaptability, and energy efficiency. Experimental results 

confirmed a 62.5% improvement in reliability, MTBF increased significantly and energy consumption was reduced by up 

to 30% compared to traditional solutions. The proposed system is highly scalable and can be effectively integrated into 

smart city infrastructures and industrial automation. Future research directions include expanding intelligent control 

capabilities and incorporating machine learning for more precise adaptation to changing operational conditions. 
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